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Abstract

This publication explains how to design and build an Oracle Database sandbox
using five design decisions: Environment, Configuration, Platform, Growth, and
Security. Itimplements this approach with Oracle Database 19c Enterprise Edition,
Oracle Linux 7.9, and Oracle VirtualBox 7.1.6.

The method is then extended to non-production environments illustrated with
three anonymized OMTCO projects: SQL performance troubleshooting, database
consolidation, and DBA training. Their objectives, design choices, and results are
compared.

This publication does not provide an Oracle licensing assessment. For further
information, refer to the OMTCO publication Licensing Oracle Database in Non-
Production Environments [ https://omtco.eu/search].

Background

An Oracle Database environment requires more than database software. The
selected release, edition, architecture, and features determine operating-system,
platform, and infrastructure requirements.

These requirements also depend on the environment's purpose. A Sandbox /
Learning environment can be small, isolated, and disposable, while Production
Replication or Proof of Concept may require production-like configurations or a
planned target architecture.

Data, security, capacity, access, and lifecycle requirements must therefore be
considered alongside technical choices.

Methodology

Five steps guide the publication from design to implementation and application
in other projects.

Step 1. Design the reference sandbox environment - Define its purpose, database
configuration, platform, growth, and security requirements. Validate technical
prerequisites and assess licensing requirements [- Chapter 1].

Step 2. Set up the virtualization environment - Install VirtualBox, obtain the Oracle
Linux installation media, and configure the virtual machine [ Chapter 2].

How to Build an Oracle Database Non-Production Sandbox Environment 2


https://omtco.eu/search

OMT

Step 3. Install and configure Oracle Linux - Install Oracle Linux 7.9 and verify the
operating system configuration [ Chapter 3].

Step 4. Deploy Oracle Database 19c¢ - Prepare and install Oracle Database 19c
Enterprise Edition and create the reference database [- Chapter 4].

Step 5. Extend the method to other non-production environments - Compare three
OMTCO projects covering SQL performance troubleshooting, database
consolidation, and DBA training [ Chapter 5].

Results

The guide provides DBAs with a step-by-step procedure for building a
reproducible Sandbox / Learning environment using Oracle Database 19c
Enterprise Edition, Oracle Linux 7.9, and VirtualBox 7.1.6, with one Container
Database (CDB) and one Pluggable Database (PDB).

It also examines three types of non-production environments: Production
Replication, New Project / Proof of Concept, and Sandbox / Learning.

Three anonymized OMTCO projects illustrate how the five design decisions are
adapted to different objectives, technical requirements, and validation needs.

Conclusion

Define the environment's purpose and requirements before installing software.
Use the five design decisions to determine its configuration, platform, capacity,
and security controls.

The reference sandbox demonstrates their implementation, while the three
projects show how the same method applies to different non-production
environments. The comparison also distinguishes validated results from
qguestions that remained outside the scope of each project.

Review and adapt the design whenever requirements, workloads, data, security,
or operating conditions change. Document the changes and their validation
results to maintain a reproducible environment that remains suitable for its
intended purpose.
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1. Design the Reference Sandbox Environment

Chapter 1 defines the sandbox that will be built in chapters 2 to 4. It explains what
the environment is for, which database configuration it uses, and what it needs
from the operating system and virtual machine. It also sets the rules for capacity,
data, and access.

Sections 1.1 to 1.5 cover these five design decisions in order. Complete a separate
licensing review before using the environment.

@@

Sandbox

Environment
@ @

Configuration

Growth

Platform

Exhibit 1: Sandbox Design - Five Decisions to Build the Environment

(1) Environment - Define the sandbox environment purpose, users, data, and
boundaries. The reference environment is intended for learning, installation
practice, and repeatable experiments; it does not need to replicate production.
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(2) Configuration - Choose the Oracle Database release, edition, CDB/PDB
architecture, and features required by the environment purpose. This choice
determines the technical prerequisites that the platform must satisfy.

(3) Platform - Select the operating system, virtualization layer, and virtual-machine
settings against those configuration prerequisites. The sandbox environment
uses Oracle Linux 7.9 on VirtualBox 7.1.6.

(4) Growth - Allocate enough CPU, memory, and storage for the platform based
on its intended use, while allowing for future expansion. Resize, reset, or rebuild
the sandbox when requirements change rather than designing production-scale
infrastructure.

(5) Security - Keep the environment separate from production. Use non-sensitive
data, dedicated credentials, restricted connectivity, and a defined process for
resetting or removing the sandbox.

Note about Licensing

Before using Oracle Database or any separately licensed capability in the sandbox
(or in any environment for that matter), confirm the applicable licensing rights for
the database edition, Enterprise Options, Management Packs, and any optional
VirtualBox components.

Consult the following licensing information:

e VirtualBox [ Link reference #01, VirtualBox Licensing Information]

e Oracle Database 19c [=» Link reference #02, Oracle Database 19c
Licensing Information]

e Oracle Technology Network (OTN) [- Link reference #03, Oracle
Technology Network (OTN) Developer License Terms]

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

The companion publication
\ Licensing Oracle Database in Non-Production Environments

provides broader licensing analysis. Review it together with the applicable
agreements and Oracle documentation, available at:

https.//omtco.eu/publications
https.//omtco.eu/search
https://omtco.eu/search/?search=oracle%20non%20production
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1.1. Environment - Purpose, Users, Sandbox Boundaries

Start by defining who will use the sandbox and what they need to practice.

For the reference environment, the four design guidelines below keep the build
small, repeatable, and separate from production.

© @ o B

Purpose-driven Small and Repeatable and Independent
isolated disposable from production

Exhibit 2: Environment - Sandbox Design Principles

Purpose-driven - The sandbox supports Oracle Database installation practice,
technical experimentation, internal demonstrations, learning database
administration, practicing software inventory collection, and testing of
documented procedures.

Small and isolated - The environment is limited to the components and resources
required for its intended activities. Simplicity, isolation, and controlled resource
consumption take precedence over production-scale infrastructure.

Repeatable and disposable - The sandbox can be stopped, reset, decommissioned,
and rebuilt using documented procedures, allowing experiments and exercises to
be repeated consistently.

Independent of production - The sandbox may replicate production systems,
configurations, or data, if necessary, but operates in a controlled and isolated
environment without affecting production operations.

Build, Run, Change
Six steps take the sandbox from its intended use to a working environment.

Steps 1 to 3 - BUILD - The process begins by defining the intended use (step 1),
selecting the appropriate Oracle Database configuration (step 2), and validating
the resulting technical prerequisites (step 3).
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Steps 4 to 6 - RUN - Once these decisions are made, the technical environment is
confirmed (step 4). The applicable Oracle licensing requirements must then be
assessed (step 5) before the sandbox is implemented and used (step 6).

Step 0 - CHANGE - The process is iterative. Any change in purpose, database
architecture, or resource capacity may require the configuration and technical
prerequisites to be adapted.

(1)
Define Intended Use

Y

Y

(6) (2) -
Implement and Use Select Configuration
3
Y
| ) (3) -
Assess Oracle Licensing Validate Prerequisites

F

4)

Confirm Technical Environment

A

(0)
Changes in purpose, architecture, or capacity
require reassessment of Oracle licensing

Legend: Build H Run || Change

Exhibit 3: Sandbox Design - Define and Validate the Environment

The BUILD / RUN / CHANGE process illustrates the iterative nature of the sandbox
design process. Each iteration aligns the intended use with the configuration and

technical requirements. The same process applies when the sandbox is modified
or extended.

Before implementing a change, review the relevant design decisions and verify
that the selected configuration, technical prerequisites, and Oracle licensing
requirements remain appropriate.

Any necessary adjustments should be documented and validated before the
updated sandbox is used.
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1.2. Configuration - Oracle Database Release, Options and
Packs

Next, choose the database release, edition, architecture, and features needed for
the exercises. These choices establish the requirements for the operating system
and virtualization platform.

The four design guidelines below define the reference database configuration.

Configuration \/ % @ ®

Oracle Database 19¢ Simple CDB / Only required No unnecessary
baseline PDB model features Enterprise Options
and Management Packs

Exhibit 4: Configuration - Reference Sandbox Configuration

Oracle Database 19c¢ baseline - Oracle Database 19c Enterprise Edition provides a
consistent baseline for installation, administration, and experimentation. Using a
fixed release simplifies documentation, troubleshooting, and verification of
technical procedures.

Simple CDB / PDB architecture - The sandbox uses one container database (CDB)
and one pluggable database (PDB). This configuration demonstrates the Oracle
Multitenant architecture while limiting complexity and costs (no Oracle
Multitenant Enterprise Option - paid license - is needed).

Only needed features - The environment includes only the database capabilities
required for its intended exercises. Additional features can be introduced when
needed, keeping the configuration simple and making feature usage easier to
identify and monitor.

No unnecessary Enterprise Options and Management Packs - Keep the default
options proposed during installation and add an Enterprise Option or
Management Pack only when an exercise needs it and its use is authorized. Some
of them would require a paid Oracle license.

The selected database configuration determines the operating-system
compatibility, software packages, memory, storage, and network requirements.
Verification of these requirements is mandatory before choosing the platform.
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Oracle Database Release
Oracle Database 19c Enterprise Edition is selected for the reference sandbox.

This database edition and release supports the exercises covered by this guide:
installation, administration, multitenant architecture, measurement and
observation of feature usage, and software inventory. Enterprise Options and
Management Packs may be introduced if a specific exercise requires them.

Multitenant Architecture

The sandbox uses the Oracle Multitenant architecture with one (1) container
database (CDB) and one (1) user-created pluggable database (PDB).

Instance Administrator / Operator

— SQL*Plus scripts / Inventory scripts
Robots
Traditional Oracle Database Non-CDB Oracle Database Multitenant
Architecture Architecture, Available Starting with 12c
4 Y
Listeners / Main Oracle Thread | | Listeners / Main Oracle Thread
I I
Oracle Memory Structures (SGA) Oracle Memory Structures (SGA)
Shared pool / various caches / buffers Shared pool / various caches / buffers
I I I I
Oracle Processes Oracle Processes
SMON /PMON /RECO /... SMON /PMON /RECO /...
I I I [
Oracle Files Database Files Oracle Files Container DB
Parameter Files Data Files Parameter Files Control Files
Configuration Files Control Files Configuration Files Online Redo Log Files
Archived Log Files Online Redo Log Files Archived Log Files

Pluggable DB 1
Legend: Data Files

| Access || Process |
[ Memory || Physical |

Pluggable DB 2

p|uggab|eDBn

Exhibit 5: Oracle Database Architectures - Non-CDB and Multitenant Comparison

This keeps the environment simple while allowing the guide to demonstrate the
CDB/PDB model used by current Oracle Database releases. For Oracle Database
19c Enterprise Edition, this single-PDB design remains within the base multitenant
capability (no added cost for a Multitenant license) used by the guide.
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Note: Without an Oracle Multitenant license, an installation may have up to three user-
created PDBs in one CDB. Beyond this limit, any expansion of the sandbox (four user-
created PDBs or more) requires an Oracle Multitenant license with costs.

Features, Enterprise Options, and Management Packs

The Enterprise Edition software distribution includes a broad set of database
capabilities.

Some features may be present or enabled by default; others require explicit
configuration for a specific exercise. This makes the environment suitable for
observing the deployment and usage of Oracle Database features, Enterprise
Options, and Management Packs, and for verifying how the Oracle Collection Tool
identifies that usage (which may affect licensing requirements).

Technical presence or availability must be distinguished from actual use. The
presence of a component in the software distribution, database configuration, or
inventory does not, by itself, establish a right to use it.

Note: The Oracle Collection Tool, provided by Oracle Global Licensing Advisory Services
(GLAS), formerly Oracle License Management Services (LMS), uses operating system
commands and SQL queries to collect information about installed Oracle products and
their usage, including Database Options and Management Packs. The results help
identify potential licensing requirements but do not, by themselves, establish license
entitlements or compliance. These must be assessed against the applicable Oracle
licensing terms. For further information, see the related OMTCO publications at
https.//omtco.eu/search.

1.3. Platform - Technical Prerequisites, Oracle Linux, and
VirtualBox

With the database configuration defined, choose a compatible operating system
and virtualization platform.

The four design guidelines below establish the technical prerequisites for the
reference sandbox and keep the environment easy to install, use, and rebuild.

Especially the easiness to (re)build the environment permits the environment to
be disposable.
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O = B

Validated Oracle Linux VirtualBox Easy to rebuild
prerequisites guest sandbox

Exhibit 6: Platform - Reference Sandbox Platform

Validated prerequisites - The platform must satisfy the technical requirements of
the selected Oracle Database (here Oracle Database 19c Enterprise Edition), i.e.,
operating system compatibility, processor and memory, storage, and network
requirements.

Oracle Linux guest - Oracle Linux 7.9 provides the guest operating system for the
reference sandbox. It offers a consistent Linux environment for Oracle Database
installation, configuration, administration, and repeatable technical exercises.

VirtualBox sandbox - Oracle VirtualBox 7.1.6 provides the virtualization layer,
allowing the sandbox to run as an isolated virtual machine on a compatible
workstation.

Easy to rebuild - The virtual machine can be stopped, reset, or recreated using
documented procedures. This enables repeatable exercises and allows the
environment to be restored after experimentation.

The following sections explain the prerequisite checks and platform choices.
Chapters 2 and 3 then install VirtualBox and Oracle Linux.

Technical Prerequisites for Oracle Database

The selected Oracle Database configuration determines the prerequisites for the
sandbox platform. Select the operating system and virtualization layer based on
those database requirements.

For this sandbox, the prerequisite check covers:

o Certification of the Oracle Database 19c Release Update with the operating
system release and kernel

e Required packages, libraries, users, groups, kernel parameters, and
resource limits

How to Build an Oracle Database Non-Production Sandbox Environment 12
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e Minimum CPU, memory, storage, temporary space, file system, network,
and hostname requirements

e Compatibility with the selected CDB/PDB architecture and database
capabilities

Validate the sandbox in detail as follows:

Certification and software prerequisites - Verify that the selected
Oracle Database 19c Release Update is certified for the intended
operating-system release and kernel. Confirm that all required
operating system packages and libraries are available before
installation.

Operating system configuration - Configure the Oracle operating-
system users and groups required for the database installation,
together with the applicable kernel parameters and resource limits.

Resource, network, and architecture requirements - Confirm that the
sandbox provides sufficient processor, memory, storage, temporary
space, and file system capacity, and that the network configuration,
hostname resolution, CDB/PDB architecture, and selected database
capabilities are compatible with the intended deployment.

Complete these checks before installation. Repeat the affected checks if the
database Release Update, architecture, or required features change.

Operating System - Oracle Linux 7.9

Oracle Linux 7.9 is used because that operating system provides a validated OS
for Oracle Database 19c. Retain this operating system to follow the installation
steps in this guide exactly.

Adaptation - Keep or change the operating system only after
confirming certification for the selected Oracle Database release and
Release Update, kernel, and packages. For a new or persistent
sandbox, prefer a currently supported Oracle Linux release and
revalidate all installation prerequisites before deployment.
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Virtualization Platform - Oracle VirtualBox 7.1.6

The reference build uses Oracle VirtualBox 7.1.6 so that the sandbox can run on
a workstation (or a small physical or virtual server), remain isolated from
production, and be easy to create, stop, snapshot, reset, and rebuild. It provides
a simple Oracle Linux guest environment without introducing a separate server
or virtualization infrastructure.

For this sandbox, VirtualBox provides controlled CPU, memory, storage, virtual
networking, installation-media mounting, and snapshot capabilities. Host
portability depends on supported host and guest combinations and on hardware
architecture; the x86-64 Oracle Linux guest documented here requires a
compatible x86-64 host.

The Oracle VirtualBox base package is sufficient for the procedures in this guide.
Optional components governed by separate terms are not required for the
reference sandbox and must be assessed before they are installed or used.

Adaptation - Move this sandbox to another virtualization platform
only if it supports the selected guest operating system and host
architecture and provides the CPU, memory, storage, networking,
and media-handling capabilities required by the Oracle Database
prerequisites. Adapting and revalidating the implementation steps
for the replacement platform is mandatory.

Reference Architecture and Technology Stack
The reference sandbox architecture is intentionally straightforward:

o Database: Oracle Database 19c Enterprise Edition

e Guest operating system: Oracle Linux 7.9

e Virtualization platform: Oracle VirtualBox 7.1.6, managing one virtual
machine

e Host: A compatible workstation or small server

The objective is to provide a compact, controlled environment for database
exercises without requiring a dedicated database server.

The architecture consists of four layers: the host operating system, the
virtualization platform, the guest operating system, and the Oracle Database
engine.
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Each layer has a specific role and must be compatible with the others. This layered
approach separates the database environment from the underlying physical
hardware and supports a consistent, reproducible installation.

The design starts with the database requirements. These determine the choice of
guest operating system and the CPU, memory, and storage resources allocated to
the virtual machine. The virtualization platform and host must then be checked
for compatibility with the selected configuration. This sequence helps avoid
installation issues caused by incompatible components or insufficient resources.

Windows, Linux, or macOS Host Operating System

Oracle VirtualBox Hypervisor

Virtual Database Host
Oracle Linux 7.9
Red Hat Compatible Kernel 3.10
or Unbreakable Enterprise Kernel 5.4

Oracle Database Engine

Oracle Database 19c
RDBMS 19.3

Database Instance
CDB Root (ORCL) + Test PDB

Exhibit 7: Sandbox Architecture - Reference Technology Stack
The single virtual machine contains the Oracle Linux operating system and the

Oracle Database installation, while VirtualBox provides virtual CPU, memory,
storage, and network interfaces. This arrangement simplifies environment
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management and allows the sandbox to be stopped, restored from a snapshot
when available, or rebuilt using documented procedures.

The separation into layers also facilitates troubleshooting and future adaptations:
Issues can be investigated at the appropriate level, from host resources and
virtualization settings to operating system configuration and database operation.

Changes are also easier to deal with. When requirements change, the affected
layer(s) can be reassessed and redesigned without redesigning the entire
environment.

1.4. Growth - Resource Allocation, Resizing, and Sandbox
Lifecycle

Once the platform is selected, decide how much CPU, memory, and storage the
environment needs.

The four design guidelines below explain how to start with a small VM, increase
resources when needed, protect the environment before making changes, and
rebuild it when it is no longer needed.

D L O O

Start small Scale Snapshot Disposable
when needed before change lifecycle

Exhibit 8: Growth - Resource and Lifecycle Principles

Start small - The sandbox begins with the minimum CPU, memory, and storage
resources required for installation and initial exercises. This avoids unnecessary
resource allocation while maintaining sufficient capacity for its intended activities.

Scale when needed - Increase resources when an exercise requires them.
VirtualBox allows CPU and memory allocations to be modified easily. Creating a
new sandbox should only be considered when the existing environment cannot
be adapted to the new requirements.
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Snapshot before change - Virtual machine snapshots provide recovery points
before significant configuration changes, experiments, or software updates. They
allow the sandbox to return to a known state if an exercise produces unexpected
results.

Disposable lifecycle - The sandbox can be stopped, reset, decommissioned, or
rebuilt when it is no longer needed. Documented procedures support a
repeatable lifecycle without maintaining unnecessary infrastructure.

Keep a record of resource changes and the exercise that required them. After the
exercise, return to the reference configuration or remove the VM if it is no longer
needed.

Resource Allocation for the Sandbox

The reference virtual machine is intentionally kept small because it is a learning
and experimentation sandbox, not a model of production capacity. It provides
only the resources that meet the Oracle Database prerequisites and the exercises
documented in this publication. There are no production workload expectations
for that environment.

Resizing and Lifecycle Management

If an exercise requires more capacity, increase CPU, memory, or storage without
changing the basic architecture, provided that the resulting configuration remains
supported and the reason for the change is documented.

The environment is designed to be disposable. Snapshots may be created before
significant configuration changes, and the complete virtual machine can be
stopped, reset, rebuilt, or removed when it is no longer required.

Sandbox rule - Prefer resizing, snapshotting, resetting, or rebuilding
the environment before introducing production-grade scalability,
availability, or recovery mechanisms that are not part of the exercise.

1.5. Security - Production Isolation, Data Protection, and
Access Controls

The final design decision covers data protection, user accounts, and network
access.
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The four design guidelines below explain how to keep the reference sandbox
separate from production, use dedicated accounts, limit access, and restore the
environment to a clean state when needed. The reference sandbox uses non-
sensitive data and dedicated credentials and does not require any connection to

=0 A >

No live Separate Minimal Clean reset
production data accounts exposure

Exhibit 9: Security - Sandbox Security Principles

No live production data - The sandbox uses synthetic or approved non-sensitive
datasets instead of live production data. This reduces confidentiality risks and
avoids unnecessary exposure of operational information.

Separate accounts - Dedicated operating system and database accounts are used
for sandbox activities. Production credentials are not reused, ensuring that
experiments and administrative exercises remain independent of operational
systems.

Minimal exposure - Network connectivity, user permissions, and enabled services
are restricted to what the exercises require. Unnecessary external access and
production connections are avoided to reduce the sandbox's attack surface.

Clean reset - The sandbox can be reset or rebuilt after testing, removing temporary
configurations, experimental data, and unnecessary software changes. This
restores a controlled environment for subsequent exercises.

Production Isolation and Connectivity

The virtual machine contains the guest operating system and Oracle Database. It
is logically separated from production and uses dedicated sandbox accounts,
credentials, data, and network settings.

No production credentials, secrets, database connections, application
connections, or live data feeds are required for the procedures described in this
guide.
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The environment may access the internet or approved internal repositories when
software, packages, or updates must be downloaded. This access does not require
connectivity to a production database or application.

Sandbox Data and Security Controls

The reference sandbox requires neither live production data nor connectivity to
production systems.

e Use synthetic data, or other data confirmed to be non-sensitive, for
installation practice, demonstrations, learning activities, and software-
inventory exercises. This keeps the sandbox useful without importing
production-data handling obligations that the exercise does not need.

e Use dedicated sandbox accounts and credentials. Do not reuse production
accounts, passwords, or keys (no routes back to production).

The sandbox security baseline is practical: isolate the environment from
production, use least-privilege access and dedicated credentials, expose only the
services required by the exercise, keep the operating system and database
securely configured and patched, retain data only as long as needed, and remove
or reset the environment when the exercise is complete.

1 - Does the Environment Use

Yes Production-Derived or Sensitive Data? No

Apply enhanced data protection:
Mask or subset production-derived data, encrypt data at
rest and in transit, enable enhanced auditing and
monitoring

Apply baseline data protection:
Encrypt communications with TLS, use synthetic or
non-sensitive test data

2 - Apply a Common Security Baseline
Least-privilege RBAC

> Credentials and secrets <
Network isolation and secure configuration

Regular patching and access reviews

v

3 - Production-Equivalent

Security Validation Required?

Yes
A4 A4

No

Apply production-equivalent security controls:
Replicate relevant production policies and controls, do not
reuse production credentials or secrets

Apply proportionate security controls:
Align controls with the project or sandbox requirements

4 - Validate Security Controls
Verify access restrictions
> Test encryption and audit coverage <
Confirm data protection and environment
cleanup

Legend:[ Step |[ Yes |[ No |

Exhibit 10: Security - Controls and Validation by Data Sensitivity
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The reference sandbox follows the non-sensitive-data path in this diagram.
Chapter 5 compares the controls needed for production replication, proof of
concept, and DBA training.

Chapter Outcome

The reference design is now defined: one VM, operating system Oracle Linux 7.9,
application Oracle Database 19c Enterprise Edition, one CDB, and one PDB. It uses
non-sensitive data and separate accounts. Chapter 2 prepares the virtual machine
for this build.

2. Set Up the Virtualization Environment

Chapter 1 defined the sandbox. This chapter prepares the virtual machine: install
VirtualBox, download the Oracle Linux 7.9 ISO, and set the VM's CPU, memory,
disk, network, and boot options.

2.1. Download and Install VirtualBox

This section prepares the virtualization layer on the host workstation. It identifies
the required VirtualBox package, installs the base hypervisor, and reviews the
host components needed to run the reference virtual machine.

The procedure in this publication has been validated with Oracle VirtualBox 7.1.6.
VirtualBox 7.1.6 is not the current release but remains available in the release
archive [=» Link reference #04, VirtualBox 7.1.6 Release Archive]. Use a more
recent supported release for a new, long-lived production environment. For an
overview of the platform and its main components, consult the VirtualBox
introduction [=» Link reference #05, VirtualBox Introduction].

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

The steps in this section are:

Step 1 - Download the VirtualBox Platform Packages
Step 2 - Install the VirtualBox Platform Base Package
Step 3 - Use of Additional System Components
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Step 1 - Download the VirtualBox Platform Packages

Access the official Oracle VirtualBox website and open the download page
[- Link reference #06, VirtualBox download page]. Identify the installation
package corresponding to the host operating system and verify that the selected
version is compatible with the reference sandbox configuration.

This guide uses Oracle VirtualBox 7.1.6. Download the installation package for this
release to follow the installation instructions in this guide exactly. If the reference
version is no longer displayed on the main download page, consult the official
VirtualBox archive for previous releases.

Before downloading, review the VirtualBox user guide [ Link reference #07,
VirtualBox user guide] and the installation instructions [-» Link reference #08,
VirtualBox installation instructions]. Pay attention to supported host operating
systems, processor architecture, and hardware virtualization requirements.

Download the VirtualBox installation package and save it in an identified local
folder. Keep the installation file available throughout the sandbox setup so that
the same version can be reinstalled if the environment needs to be rebuilt.

@ @ {5 Downloads - Oracle VirtualE: X + v
/,"’ N\

<« C % virtualbox.org/wiki/Downloads (@ Guest )
NG S

8 VirtualBox Home Download Documentation Community @

Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

/
’ TEITETTETTETE
Vir Platform VirtualBox Extension Pack
VirtualBox 7.1.8 Extension Pack
VirtualBox 7.1.8 platform packages
25 Windows hosts This VirtualBox Extension Pack Personal Use and Educational License governs
> OS / Intel hosts your access to and use of the VirtualBox Extension Pack. It does not apply to
e / Intel hos the VirtualBox base package and/or its source code, which are licensed
macOS / Apple Silicon hosts under version 3 of the GNU General Public License "GPL").
[ Linux distributions
! Solaris hosts See our FAQ for answers to common questions.
KJ Solaris 11 IPS hosts Pack Uss and Licanee
Vir
IDUFI Y
Platform packages are released under the terms of the GPL version 3 PUELFklense PUEI:reL:;ense Accept and download

AN A NN N AN

i

User Guide
User Guide (PDF) User Guide (HTML) ‘

Change Log File Checksums

List of changes

SHA256 checksums MDS5 checksums

Exhibit 11: VirtualBox - Download VirtualBox
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VirtualBox consists of the GPLv3-licensed base package, optional Guest Additions
for the guest operating system, and an optional Extension Pack governed by
separate terms.

Only the Oracle VirtualBox base package is required for this procedure. This
package is open-source software distributed under the GNU General Public
License version 3 (GPLv3). It includes the core virtualization platform, essential
guest support, and basic functionality.

The VirtualBox Extension Pack is optional and adds advanced capabilities to the
base package: among others, support for USB 2.0 and 3.0 devices, disk encryption,
VirtualBox Remote Desktop Protocol (VRDP), and PXE boot for Intel network cards.
The VirtualBox Extension Pack is governed by terms separate from the GPLv3 base
package. VirtualBox 7.1 removed the evaluation option from the Extension Pack’s
PUEL download; evaluation requires the appropriate distribution from Oracle
Software Delivery Cloud. Before installing it for organizational use, check the
applicable Oracle entitlement. The reference sandbox does not require the
Extension Pack.

The VirtualBox Guest Additions are a set of drivers and utilities installed within the
virtual machine to enhance performance and usability. These features include
seamless mouse integration, shared folders, and improved display handling.
Guest Additions are distributed under the GPLv3 license, just like the base
package, and may be modified and redistributed in accordance with the same
terms.

Select the platform package that matches the host workstation.

VirtualBox installation Selection
Version 7.1.6
Platform Package macOS / Intel hosts
Package file VirtualBox-7.1.6-167084-0SX.dmg
Package size 156.4 MB

Exhibit 12: VirtualBox - Select the Platform Package

Step 2 - Install the VirtualBox Platform Base Package

Locate the downloaded Oracle VirtualBox 7.1.6 installation package
corresponding to the host operating system. Before starting the installation, verify

How to Build an Oracle Database Non-Production Sandbox Environment 22



OMTCO

that the package matches the host platform and that the necessary permissions
are available to install software and configure virtualization components.

Run the installer and follow the instructions displayed by the installation wizard.
The installation process may require administrator privileges and permission to
install virtual networking components or device drivers, depending on the host
operating system.

The VirtualBox user guide (UserManual.pdf) is available with the installation
documentation and can also be accessed online as a PDF [ Link reference #09,
VirtualBox 7.1 User Manual PDF]. Consult the guide if additional information
about installation options or host-specific requirements is needed.

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

Launch the installer.

@ & Install Oracle VirtualBox =]
Welcome to the Oracle VirtualBox Installer

. ) . Oracle VirtualBox for macOS
ntroduction

Welcome to Oracle VirtualBox 7.1.6 for macOS! This installer will guide
you through the installation process. In a minute from now, you will be
able to execute virtual machines running different operating systems on
your desktop. You will find that VirtualBox delivers a great feature set and
excellent performance.

Continue

Exhibit 13: VirtualBox Installer - Launch the Installer

Select Continue.
Select the installation mode (all users, current user, or specific disk).

The available installation options depend on the host operating system, user
permissions, and system configuration. For the reference macOS workstation,
select Install for all users of this computer to make VirtualBox available to all local
user accounts. Other installation options may be unavailable or restricted by the
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system. Before proceeding, verify that the selected destination has sufficient free
disk space and that the required administrator privileges are available.

The reference procedure in this guide uses the default installation destination.

@ & Install Oracle VirtualBox 8

Select a Destination

Introduction How do you want to install this software?

® Destination Select
Install for all users of this computer

Installing this software requires 294,3 MB of space.

n You have chosen to install this software for all users of
this computer.

Go Back Continue

Exhibit 14: VirtualBox Installer - Select the Installation Destination

Select Continue. Select the installation type.

@] & Install Oracle VirtualBox 8

Standard Install on “Macintosh HD"

Introduction This will take 294,3 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will be

- .
Installation Type able to use this software.

Change Install Location...

Customise Go Back Install

Exhibit 15: VirtualBox Installer - Review the Default Installation Type
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Selecting the Customize button in the previous window displays additional
configuration options. Select Standard Install to return to the previous window.

o & Install Oracle VirtualBox [a]

Custom Install on "Macintosh HD"

Package Name Action Size
Introduction Upgrade 204,3 MB
Destination Select Oracle VirtualBox Command Line Utilities Upgrade 7 KB
@ Installation Type
n Space Required: 294,3 MB Remaining: 61,04 GB
Standard Install Go Back Install

Exhibit 16: VirtualBox Installer - Review Custom Installation Options

Select Install in either the Standard Installation or Custom Installation window.

& Install Oracle VirtualBox 8

Installing Oracle VirtualBox

Introduction
Destination Select
Installation Type

@ Installation Writing files

Exhibit 17: VirtualBox Installer - Install VirtualBox

Wait for the installation to complete.
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@ & Install Oracle VirtualBox 8

The installation was completed successfully.

Introduction

Destination Select ;
Installation Type
Installation ;

® Summary

The installation was successful.

The software was installed.

Exhibit 18: VirtualBox Installer - Complete the Installation

VirtualBox is now installed on the host system.
Step 3 - Use of Additional System Components

At first launch, VirtualBox may request permission to install additional system
components.

These components handle host integration and startup tasks for virtualization,
networking, and system-level integration.

Disabling these components may require changes to system settings and
permissions and may involve knowledge of permissions and configuration files on
the target server or workstation.

For regular VirtualBox use, keep the required login item and system extension
enabled, as they are essential for hypervisor and virtual machine performance.
For occasional use, they can be disabled, but some services may then need to be
started manually before a virtual machine can run.

Section Outcome

VirtualBox is installed and its required host components are enabled. Next,
download the Oracle Linux ISO for the guest operating system.
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2.2. Get Oracle Linux Installation Media

Download the Oracle Linux 7.9 installation ISO from an official Oracle source and
verify (checksum) the downloaded file before attaching it to the virtual machine.
This ISO contains the operating system installation files required to build the
reference sandbox environment.

The step in this section is:
Step 1 - Get the Installation Media

Step 1 - Get the Installation Media

This procedure uses Oracle Linux 7.9 installation media available through the
Oracle website [= Link reference #10, Oracle Website] and the Oracle Linux
download site [-» Link reference #11, Oracle Linux Product Page].

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

Locate the Oracle Linux 7.9 installation image for the x86-64 architecture. Select
the full installation ISO rather than a minimal installation image. Download the
ISO file to a local folder on the host workstation and verify its integrity (SHA-256
checksum). Keep the verified ISO available for mounting as a virtual optical disk
when configuring the VirtualBox virtual machine.

000 v Oonce

C % omclecom # R D & @wk

= ORACLE Q seact =.ap

Multicloud AlData Cloud @
Al Database Plattorm Customer

Oracle Cloud Infrastructure

Building the World's Largest Al Cloud

1.2 billion watt Texas data center | 500,000 NVIDIA GPUs

Exhibit 19: Oracle Website - Open the Oracle Website
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Go to the Hardware and Software section and choose Linux.

Linux

oracLe

Introducing
UEK-next

announced the Open Constellation Research finds five drivers for DevOps
&

Hat Enterprise Linux (RHEL) by
froe Enterprise Linux (EL) soure

Accelerate zero trust security sdoption

Easily switch to 3 RHEL-compatible alternative
Learn how Oradie Linux can help your organization
lign with the five pllars of the Zero Trust Maturity
Model,

Switching to Oracle Linux s easy. It's application
binary compatible with RHEL

across on-
premises and cloud

ch shows that Linux-based operating
re the most used OS in public cloud
is report, 10C provides a
ndations for selecting the right
wx drstribubon for on-promeses and

Lear about the best O for Oracle Database

Oracle Database runs on Oracle Linux because of its
security, performance, and reliability.

Y o

Tolk to sales

Linux Overating System (OS) with automation, virtualization, and

[P UR S SPU  S———

Exhibit 20: Oracle Website - Open the Oracle Linux Page

In the Get Started with Oracle Linux section, select Download Oracle Linux.

% waciecomrun ® A0 L& @ws

Linux OS resources

Documentation

Comenanity

Learning

Support and services

Get started with Oracle Linux

Exhibit 21: Oracle Website - Select Download Oracle Linux
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This opens the Oracle Linux Downloads page [=* Link reference #12, Oracle
Linux Downloads Page] to access the available Oracle Linux installation media.

YT

€50 n s —
ORACLE"

HOME SUPPORT 'DOCUMENTATION 'DOWNLOADS Stay Connectes: [ &) B 0 @

Oracle Linux Downloads

Home > Downloads

Oracle Linux Downloads
Since 2006, Oracle Linux has been completaly ree 1o download and use. Free source code, binaries, and
updates. Freely redistributable. Free for production use.
Oracle Linux downloads are avaable in several forms:
+ 1SO images: Oracie Linux instalistion Media for x85_64 and Arm
« Vagrant: Oracle Linux Vagrant Boxes
+ Oracie Linux container images for xB6_64 and Arm on several regisires, including:
Oracie Contaner Regrstry (see the oraciednux repostory OS containers secton)
Garud Container Registry
Docker Hub
+ Cloud images: Oracie Linux images in . ova and . GCow format
+ Raspbenry P# 4 and Raspbenry P 3: Oracte Linux for Arm

ntegrated Cloud Applications & Platform Services Subscribe | Careers | Contact Us | Legal Notices | Terms of Use | Your Privacy Rights

Exhibit 22: Oracle Website - Open Oracle Linux Downloads

Download the system ISO [ Link reference #13, Oracle Linux ISO Installation
Media].

Y

DRI e —
ORACLE"

HOME SUPPORT 'DOCUMENTATION 'DOWNLOADS Stay Connectes: [ &) B 0 @

Oraclg Linux Installation Media

wnioad Oracie

Home > Downloads > Downloads: Oracle Linux Instaliation Media

Oracle Linux Installation Media

Tris page contains the IS images for the thrae most recent updates to Oracle Linux releases. Since 2006,
Oracle Linux has baen completoly froa o download and use. Froe source code, binaries, and updates. Froely
redistributable. Free for production use.

There are several kinds of ISO images:

« Full 1SO:

* UEK Boot ISO: s requirad 10 boot a sy: e and
start an installation

+ Boot 10: contains required 1o boot & (RHCK) and start an
instailation

+ Source ISO: contains sources for the packages included in Ful IO,

Find out below how 10 verify the integrity of these downloads, how to install Oracle Linux, inchuding from USB,
and where to find unofficial download mirror sites.

Oracle Linux x86_64 1SOs

Oracle Linux ISO images available to downioad for x86_84

Release Full 150 Boot IS0 UEK boot 15O

94 OracloLinux-R9-Ud-xB6_64-dvd.iso OracloLinux-R9-Ud-xB6_64-boot is0 OracieLinux-R9-Ud-xB6_64-boot-uek iso
93 OracleLinux-R9-U3-x86_64-dvdiso OracleLinux-R9-U3-x86_64-bootiso OracieLinux-R-U3-xB6_64-boot-uek iso
02 OracieLinux-RO-U2-x86_84-dvd iso OracieLinux-RG-U2-x86_64-boot iso OracieLinux-R9-U2-xB6_64-boot-uek iso

Exhibit 23: Oracle Website - Open the Oracle Linux Media List
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Select the release ISO installation media to be used during the OS installation
[ Link reference #14, Oracle Linux x86-64 ISO Release List].

Oracle Linux ISO images avalable to download for x86_64

Rolease Full 1ISO Boot ISO UEK boot ISO

Oracle Linux Arm (sarch64) ISOs

Oracle Linux ISO images avaiiable to downioad for aarch64

Rolease Full 15O UEK boot SO Source ISO

Exhibit 24: Oracle Website - Select Oracle Linux 7.9 Installation Media

Confirm that the Oracle Linux 7.9 ISO (OracleLinux-R7-U9-Server-x86_64-dvd.iso)
was downloaded to the intended folder. Before using the ISO, calculate its SHA-
256 checksum and compare it with the official value published by Oracle:

For instance, at the time of publication, the checksum is:
28d2928ded40baddcd11884b9a6a611429df12897784923c346057ec5cdd 1012

The checksums must match. If they differ, do not use the ISO; download it again
from the official vendor website.

Section Outcome

The ISO is ready for the next step once its checksum has been checked. Section
2.3 creates the VM and attaches this file as the installation media.

2.3. Set Up the Virtual Machine

Create the VM using the software and ISO prepared above. The reference build
uses 2 vCPUs, 4 GB of RAM, and a 50 GB virtual disk. This section also sets the
network mode and boot order.
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The steps in this section are:

Step 1 - Define Guest Host Configuration
Step 2 - Launch VirtualBox Manager
Step 3 - Create a New Virtual Machine
Step 4 - Configure Network Settings
Step 5 - Verify Boot Settings

Additional settings, such as USB and display configuration, may be configured if
required, but they are optional for the reference environment.

Additional information about virtual machine configuration in Oracle VirtualBox is
available on the Oracle website [=» Link reference #15, VirtualBox Basic
Concepts and VM Configuration].

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

Step 1 - Define Guest Host Configuration

Create a new guest VM with the following parameters:

Guest VM Parameter
Name ODBTestEnv
VM Folder Use the preferred location or retain the default folder.
vCPU 2
RAM 4 GB
Virtual disk 50 GB
ISO Image Oracle Linux 7.9 (previously downloaded)

Exhibit 25: Virtual Machine - Define Configuration Parameters

Step 2 - Launch VirtualBox Manager
Launch the VirtualBox application.

The section Creating a Virtual Machine of the Oracle VirtualBox User Guide
describes the workflow and configuration steps for creating a new VM.
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[ ] L ] Oracle VirtualBox User Guide

Preface

First Steps Y 4 n ry n
‘ Why?sVinualizaliun Useful? @ E E] @ thelp:fforg virtu : fntrocuction himidcs zard 2]

Some Terminology

Features Overview Creating a Virtual Machine

Available Installation Packages

Installing Oracle VirtualBox and Extension Packs In the VirtualBox Manager window, click New. The Create Virtual Machine workflow is shown, to guide you through the required steps for
Starting Oracle VirtualBox setting up a new virtual machine (VM).

Configuring Oracle VirtualBox The steps are:

Adding Virtual Machines
* Specily Npme and Opersting System

Spacify Name and Operating System = Configure Unattended Guest OS Install

Configure Unattended Guest OS Install . ggt U.? VM .Hardlwa'ed bi

Set Up VM Hardware = Specify a Virtual Har isk

Specify a Virtual Hard Disk The exact settings on the workflow pages depend on the architecture of the host platform.
Running a Virtual Machine
Managing VMs
Snapshots Once created, the virtual machine is displayed in the machine list on the left side of the VirtualBox Manager window, with the name that you
Removing and Moving Virtual Machines entered on the first page of the workflow.
Cloning a Virtual Machine
Importing and Exporting Virtual Machines

If you don't see the workflow, change the experience level to Basic. See Experience Levels for VirtualBox Manager.

You can change the settings later, after you have created the VM, using the Machine Settings.

Integrating with Oracle Cloud Infrastructure You must supply an operating system image, in ISO format, for the operating system you intend to install on the VM. Oracle VirtualBox does not
Soft Keyboard supply the OS or any license required to use it.
Manitoring of Virtual Machines

Installation Details Specify Name and Operating System

Configuring Virtual Machines

= 1. Give the virtual machine (VM) a name. The name you enter is shawn in the machine list in VirtualBox Manager and is also used for the
Guest Additions

virtual machine's files on disk. Be sure to assign each VM an informative name that describes the OS and software running on the VM.

Virtual Storage For example, Windows 18 with Visio. The name is also used to help Oracle VirtualBox suggest the appropriate OS and related field
Virtual Networking contents automatically.

Remote Virtual Machines 2. Select the location where VMs are stored on your computer, called the machine folder. Ensure that the folder location has enough free
VBoxManage space, especially if you intend to use the snapshots feature. See also The Machine Folder.

Arvancad Tanire 3. Select the ISO image file for the operating system you intend to install on the new VM. The image file can be used directly to install an

Contents Search Bookmarks 0S on the new VM as part of an unattended installation, or it can be attached to a DVD drive on the new VM, If the image contains more

100%

Exhibit 26: VirtualBox User Guide - Review the VM Creation Procedure

Step 3 - Create a New Virtual Machine

Enter a name and select a folder for the virtual machine. Mount the Oracle Linux
ISO to the virtual CD/DVD drive and enable Skip Unattended Installation to proceed
manually through the OS setup. VirtualBox's Unattended Installation automates
this process using predefined inputs, but manual setup is recommended here.

Note: Screenshots may differ slightly from the actual interface.

ene Create Virtual Machine

e Vir Name and Op g System

Please choose a descriptive name and destination fokder for the new virtual machine. The name you choose will be used VirtualBox to y this machine. you can select an IS0 image which may
be used to install the guest operating system.

Name: | ODBTestEnv
Folder: [ /Users/Shared)virtualbox/ODBTestEnv

ISO Image: & [Volumes/T2_vms/01 ISOs/Oracle Linux/OracleLinux-R7-US-Server-x86_64-dvd.iso +@

Skip Unattended Installation

‘& You have selected to skip unattended guest OS install, the guest OS will need to be installed
manualy.

Help 3 concel

Exhibit 27: Virtual Machine - Name the VM and Select the Operating System

Allocate the RAM and CPU resources specified previously. For the reference
sandbox, assign 4 GB (4,096 MB) of memory and two virtual processors (small VM
running on a workstation). Ensure that sufficient resources remain available for
the host operating system.
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e e Create Virtual Machine

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EF| is also possible.

Base Memory. 4006 M8 |
4 MB 65536 MB
Processors: 2 |5

1cPU 20 CPUs
Enable EFI (special OSes only)

Help Back ([E3) cancel

Exhibit 28: Virtual Machine - Allocate RAM and CPU

Allocate the required virtual-disk space. The reference configuration uses a 50 GB
virtual disk for the Oracle Linux operating system, Oracle Database software, and
database files. Ensure that sufficient free storage is available on the host before
proceeding.

eve Create Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard
disk file or select an existing one. Alternatively you can create a virtual machine without a virtual
hard disk.

O Create a Virtual Hard Disk Now
Disk Size: 50,00 GB
4,00 M8 20078
Pre-allocate Full Size

Use an Existing Virtual Hard Disk File

‘W Do Mot Add a Virtual Hard Disk

Help Back ([ EEE) cCancel

Exhibit 29: Virtual Machine - Configure the Virtual Disk

Pre-allocating disk space is recommended to provide more predictable disk
performance and avoid file expansion during use. This option allocates the full
50 GB on the host when the virtual disk is created, rather than allowing the disk
file to grow as data is written.

Before installation, a summary is shown.

The virtual disk will contain the Oracle Linux operating system, Oracle Database
software, and the database files created during subsequent exercises. The
selected capacity should therefore accommodate both the initial installation and
the expected workload of the reference sandbox.
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Before proceeding, verify that the host has sufficient free storage for the virtual
disk and any additional files generated during use, including snapshots and
installation media. If future exercises require more storage, the virtual disk
capacity may need to be increased using the appropriate VirtualBox and operating
system procedures.

ene Create Virtual Machine

— Summary
The following table summarizes the configuration you have chosen for the new virtual machine.
When you are happy with the configuration press Finish to create the virtual machine. Alternatively
you can go back and modify the configuraticn.

¢ Machine Name and OS Type
Machine Name ODBTestEny

Machine Folder or (ODBTestEny
SO Image Nolumes/T2_wms/01 ISOs/Oracle Linux/OracleLinux-R7-Ug-Server-x86_64-dvd.iso
Guest OS Type Oracle Linux (64-bit)
Skip Unattended Install true

() Hardware
Base Memory 4096
Processor {s) 2

P EFI Enable false

& pisk
Disk Size 50,0068
Pre-allocate Full Size true

Help sack ([ N cancel

Exhibit 30: Virtual Machine - Review the Configuration

Review the configuration summary and confirm that the virtual machine has the
correct name, Oracle Linux installation 1SO, 4 GB of RAM, two virtual processors,
and a 50 GB virtual disk.

Verify that unattended installation is disabled, as the operating system will be
installed manually in the following steps.

Select Finish to create the virtual machine.

ece Create Virtual Machine
. =)
— Summary
The following table summarizes the configuration you have chosen for the new virtual machine. Creating medium ... &
When you are happy with the configuration press Finish to create the virtual machine. Alternatively
you can go back and modify the configuration. —

W+ Machine Name and OS Type

Machine Name 0DBTestEny
Machine Folder o ODBTestEny
1SO Image INolumes{T2_wms/01 1S0s/Oracle Linux/OracleLinux-R7-U9-Server-xB6_64-dvd.iso
Guest OS Type Oracle Linux (64-bit)
Skip Unattended Install true

() Hardware
Base Memory 4008
Processor s) 2

£ T EFI Enable false

2 pisk
Disk Size 50,00 6B
Pre-allocate Full Size true

B -
Help Bad

Exhibit 31: Virtual Machine - Create the Virtual Machine

The guest VM is now ready to be started on VirtualBox.
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ece Oracle VirtualBox Manager
ese wd @ v
e New Add  Setings Start
. - - -
347) ODBTestEny a— General | Preview
Al & Powered Off S=  Name: ODBTestEnv

Operating System: Oracle Linux (64-bit)

M System

Base Memory: 4096 MB

Processors:

Boot Order:  Floppy, Optical, Hard Disk

ODBTestEnv

Acceleration:  Nested Paging, PAE/NX, KVM Paravirtualization

M Display

Video Memary: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording Disabled

&l Storage

Controller: IDE
IDE Secondary Device 0: [Optical Drive] OracleLinux-R7-US-Server-x86_64-dvd.iso (4,52 GB)

Contraller: SATA
SATA Part 0:

{# Audio
Host Driver: Default
Controller:  ICH ACO7

ODBTestEnvvdi (Normal, 50,00 GB)

& Network
Adapter 1 Intel PRO/1000 MT Desktop (NAT)
& use

USB Controller: OHCI, EHCI
Device Filters: 0 (0 active)

i Shared folders
None

Exhibit 32: VirtualBox Manager - Verify the Virtual Machine Configuration

A new VM has been created.
Step 4 - Configure Network Settings

VirtualBox by default creates the virtual machine with NAT networking. Use NAT
when outbound access is sufficient.

The next exhibit shows Bridged Adapter mode for a case that requires LAN access.
Use it only when that access is necessary and authorized. For SSH from the host,
configure NAT port forwarding or an approved alternative.

[ ] ® ODBTestEnv - Settings

Basic Expert

B ceneral Network
Adapter 2 Adapter 3 Adapter 4
(B System
- Enable Network Adapter
Display
Attached to:  Bridged Adapter

;| Storage
el Name: en0: Ethernet %]
- Audio

Adapter Type: Intel PRO/1000 MT Desktop (82540EM) s

@' Network
- Promiscuous Mode:  Deny (2]
R MAC Address:  0800278F22BA @
_._/" usBe Cable Connected
I_]- Shared Folders
— Serial Ports
|#1] User Interface

Port 2 Port 3 Port 4

@

Enable Serial Port

Exhibit 33: Virtual Machine Settings - Configure the Network
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Select OK to apply the changes.
Step 5 - Verify Boot Settings

Verify the VM configuration and confirm that the boot ISO is the Oracle Linux
image downloaded earlier.

In the VM settings, go to Settings > Storage.

® o ODBTestEnv - Settings
Basic Expert

- General Storage
Devices Attributes

& system
4 Controller: IDE Optical Drive:  |DE Secondary Device 0 8 e

== £ Controller: SATA
W Storage &l ODBTestEnv.di

(W Audio Information
Type: --
Size: --

Live CD/DVD

B Network

£ Serial Ports LeRTEEE -
Attached to: —

L7 uss
|| shared Foiders

EI User Interface
Audio
Enable Audio

@ Cancel
Exhibit 34: Virtual Machine Settings - Open Storage Settings

If the IDE controller is absent, add one with the (+) icon.

Select the blue disk on the right to choose the correct ISO file before starting the
virtual machine.

Choose/Create a Virtual Optical Disk...

Choose a Disk File...

Exhibit 35: Virtual Machine Settings - Select the Oracle Linux ISO

Click Choose a Disk File in order to select the ISO file from the host file system.
Navigate to the position of the ISO file to select it.

Confirm that the selected Oracle Linux ISO file appears under the IDE controller
before proceeding.
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® ® ODBTestEnv - Settings
Basic Expert fol
-, General Storage
Devices Attributes
\ﬂ System ;
4 Controller: IDE Optical Drive:  IDE Secondary Device 0 @
-_ Display @ OracleLinux-R7-U9-Server-x86...
& Controller: SATA Live CD/DVD
. 1 _
M] g &/ ODBTestEnv.vdi
(«;/\J Audio Information
Type: Image
ﬂ Network .
Size: -—-
@ Serial Ports Location: /Volumes/T2_vms/01ISOs/Oracle Linux/Oracle...
Attached to: --
L7 UusB
Ij Shared Folders B
< o
E User Interface
Audio
Enable Audio
@ concel (D

Exhibit 36: Virtual Machine Settings - Attach the Oracle Linux ISO

Verify the boot order to ensure that the virtual machine starts from the Oracle
Linux installation ISO. In the VirtualBox System settings, open the Motherboard
tab and place Optical before Hard Disk in the boot sequence. The optical drive
attached to the IDE controller must contain the Oracle Linux installation ISO.

This configuration allows the Oracle Linux installer to start when the virtual
machine is powered on. After installation, the virtual hard disk will be used to boot
the installed operating system.

The selected boot order is shown in the next exhibit.

ece 0DBTestEny - Settings
Basic Expart
M Goneral System
Motherboard Processor Acceleration
ll‘ System
Base Memory: 4006 MB T
W oisplay
4MB 65536 MB
4 Storage Boot Order: Floppy
@ & Optical
0 Audio G @or
@l Hard Disk
»
B Network & Network

P PIX3
£ seriai ports Lo ) a

5 TPM:  None
& uss 8
| Shared Folders Painting Device: _PS/2 Mouse 2]
]
] Userimertace Extended Features: (% Enable |/ APIC

Enable Hardware Clock in UTC Time
Enable EFI (special OSes only)

Exhibit 37: Virtual Machine Settings - Set the Boot Order
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Chapter Outcome

The VM now has 2 vCPUs, 4 GB of RAM, a 50 GB virtual disk, and the selected
network settings. The Oracle Linux ISO is attached and first in the boot order.
Chapter 3 starts the VM and installs the operating system.

3. Install and Configure Oracle Linux

This chapter installs Oracle Linux 7.9 in the VM created in Chapter 2. It covers disk
and network settings, account creation, the first login, and a basic system check.
Chapter 4 then prepares Linux for the database installation.

The steps in this chapter are:

Step 1 - Configure the Oracle Linux Installation
Step 2 - Complete the Oracle Linux Installation
Step 3 - Configure and Verify Oracle Linux

3.1. Configure the Oracle Linux Installation

This section starts the reference virtual machine from the Oracle Linux 7.9
installation 1SO. It selects the installer language, disk layout, software
configuration, and network settings before installation begins.

For additional information on installing the guest operating system, consult the
Oracle Linux 7 Installation Guide [=» Link reference #16, Oracle Linux 7
Installation Guide].

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

In the VirtualBox Manager application, power on the VM by selecting the Start icon.

Before starting the VM, confirm that the Oracle Linux 7.9 installation ISO is
attached to the virtual optical drive and that the boot order is configured as
described in Chapter 2.

When the VM starts, VirtualBox initializes the virtual hardware and loads the
installation media. The following steps guide the Oracle Linux installation, from
the initial boot menu to the operating system configuration.
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Oracle VirtualBox Manager

Tools e W v .
New  Add Settings Start
47) ODBTastEny B S Gerernt = proview
© Powered Off = Name: ODBTestEnv
Operating System: Oracle Linux (64-bit)
A System
Base 4096 MB ODBTestEnv
Proci 2
Floppy, Optical, Hard Disk
cceleratiol Nested Paging, PAE/NX, KVM Paravirtualization

M Display

& Network

Adapter 1 Intel PRO/1000 MT Desktop (Bridged Adapter, en0: Ethernet)

uss

USB Controlier: OHCI, EHCI
Device Filters: 0 (0 active)

2 Shared folders

Exhibit 38: VirtualBox Manager - Start the Virtual Machine

Wait for the splash screen to be shown.

ODBTestEnv [Running]

ORACLE

Press F1Z to select boot device.
@bl g = i @] () Leftst

Exhibit 39: Virtual Machine Startup - Boot from the Oracle Linux ISO

By default, the VM boots from the previously mounted ISO and starts with the
Oracle Linux installer. The VirtualBox splash screen appears briefly while the
virtual hardware initializes. If the installer does not start, verify the ISO attachment
and boot order.
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Step 1 - Configure the Oracle Linux Installation

<] ® ODBTestEnv [Running]

ORACLE

Install Oracle Linux 7.9
Test this media & install Oracle Linux 7.9

Troubleshoot ing

Oracle Linux @

Exhibit 40: Oracle Linux Installation - Select the Installation Option

@kride i@l o (3Leftx

Select Test this media & install Oracle Linux 7.9 to verify the installation media
before starting the installer.

[ ] ® ODBTestEnv [Running]

oo @i - [Herx

Exhibit 41: Oracle Linux Installation - Run the Installation Media Check
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Select a language. English is selected in this guide.

ODBTestEnv [Running]

ORACLE LINUX 7.9 INSTALLATION
BEus Help!

WELCOME TO ORACLE LINUX 7.9.

What language would you like to use during the installation process?

Engish

English (United Kingdom)

Afrikaans Afrikaans
e English (India)
sl Arab Englfsh (Australia)
sorfiat i ‘-: e Englfsh (Canada)
English (Denmark)
Asturianu Asturian English (Ireland)
Benapyckas Belarusiar  English (New Zealand)
Bunrapcku Bulgarian  English (Nigeria)
qreet Bengali  English (Hong Kong SAR China)
| a

Ou“

Reob@o ®BEdl  [serx

Exhibit 42: Oracle Linux Installation - Select the Language

Select the 50 GB virtual disk, retain Automatically configure partitioning, and select
Done.

e e ODBTestEn [Running]

INSTALLATION DESTINATION ORACLE LINUX 7.9 INSTALLATION

Device Selection

Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's
"Begin Installation” button.
Local Standard Disks

50 GiB
ATA VBOX HARDDISK
sda / 50GiB free

Disks left unselected here will not be touched.
Specialized & Network Disks

=
Add a disk...

Disks left unselected here will not be touched.

Other Storage Options
Partitioning
) Automatically configure partitioning | will configure partitioning

| would like to make additional space available
Full disk summary and boot loader. 1 disk selected; 50 GiB capacity; 50 GiB free Refresh..

Wby ®EEF  [¢Leftx

Exhibit 43: Oracle Linux Installation - Select the Disk and Partitioning
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Select Server with GUI to get a graphical desktop (select Minimal Install: no graphical
interface). Select the System Administration Tools add-on to provide additional
system administration utilities.

[ N ODBTestEnv [Running]
SOFTWARE SELECTION ORACLE LINUX 7.9 INSTALLATION
Base Environment Add-Ons for Selected Environment
O Minimal Install Debugging Tools

Basic functionality. Tools for debugging misbehaving applications and
Infrastructure Server diagnosing performance problems.
Server for operating network infrastructure services Compatibility Libraries
File and Print Server Compatibility libraries for applications built on previous
File, print, and storage server for enterprises versions of Oracle Linux
Basic Web Server Development Tools
Server for serving static and dynamic internet content A basic development environment
Virtualization Host Security Tools
Minimal virtualization host Security tools for integrity and trust verification
Server with GUI Smart Card Support
Server for operating network infrastructure services, Support for using smart card authentication
with a GUL. +/ System Administration Tools

Utilities useful in system administration.

Exhibit 44: Oracle Linux Installation - Select the Software Configuration

Enable networking if the VM needs package updates or approved SSH access.

[ N ODBTestEnv [Running]

NETWORK & HOST NAME ORACLE LINUX 7.9 INSTALLA

Done

3 Ethernet (enp0Os3) ~

# = Connected

Hardware Address 08:00:27:BF:22:BA
Speed 1000 Mb/s
Pv4 Address 192.168.1.83
IPv6 Address 2a01:e0aafe:a410:7950:be6e:9cd5:cal9/64
Subnet Mask 255.255.255.0
Default Route 192.168.1.1
DNS 192.168.1.1

Configure.

Host name: | odbtestenv.local | Apply Current host name: localhost.localdor

Exhibit 45: Oracle Linux Installation - Configure Network and Hostname
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3.2. Complete the Oracle Linux Installation

This section completes the Oracle Linux installation using the choices made in
Section 3.1. It starts the installation, sets the root password, creates a user
account, and reboots the VM when installation has finished.

Step 2 - Complete the Oracle Linux Installation

The installation summary is shown.

e e ODBTestEnv [Running]

INSTALLATION SUMMARY ORACLE LINUX 7.9 INSTALLATION
Bus Help!
@ LOCALIZATION
==y,
« DATE & TIME KEYBOARD
Americas/New York timezone = English (US)
E LANGUAGE SUPPORT
English (United States)
SOFTWARE
INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install
SYSTEM
m INSTALLATION DESTINATION KDUMP
N 2
Quit
P
Moo @ - [¢Letx

Exhibit 46: Oracle Linux Installation - Review the Installation Summary

Selecting Begin Installation initiates the copying of system files and the
configuration of default user settings. Set a root password.

Selecting Begin Installation starts the installation of Oracle Linux 7.9 on the virtual
machine. The installer copies the required system files to the virtual disk, installs
the selected software packages, and configures the operating system according
to the settings defined previously. Installation progress is displayed while these
operations are performed.

During this process, the installer allows the remaining user settings to be
completed. A root password must be defined to secure the administrative
account, and a separate user account should be created for routine system
access. Both settings can be configured while the installation continues.
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e e ODBTestEnv [Running]

CONFIGURATION ORACLE LINUX 7.9 INSTALLATION
Linux Bus Help!
' g USER SETTINGS
<« ROOT PASSWORD @  usercreaTioN
Root,password is not set ‘ No user will be created

IC Starting package installation process

)racle Linux Support

29 languages, 24/7 co ge. Serving miss

Mgvn@y i [serx

Exhibit 47: Oracle Linux Installation - Set the Root Password and Create a User

Configure the required user settings. Select Root Password to define the password
for the root account (administrative access to Oracle Linux). Enter a strong
password, confirm itin the second field, and select Done to save the configuration.
Store this password securely: it will be required for system administration tasks.

e e ODBTestEn [Running]

ROOT PASSWORD ORACLE LINUX 7.9 INSTALLATION

=

The root account is used for administering the system. Enter a password for the root user

Root Password:

Strong

Confirm:

Wob@y ®EEE (¢Letx

Exhibit 48: Oracle Linux Installation - Set the Root Password
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Create a user account.

[ N ODBTestEnv [Running]

CREATE USER ORACLE LINUX 7.9 INSTALLATION

Full name user

Username TN

Tip: Keep your user name shorter than 32 characters and do not use spaces.
Make this user administrator

+ Require a password to use this account

Password Sessssssnsnnee

Strong

Confirm password J

Advanced...

BoOkrEs SEH - Henx

Exhibit 49: Oracle Linux Installation - Create the User Account

Select Advanced to review or configure the advanced settings for the user account.

® e ODBTestEnv [Running]

ADVANCED USER CONFIGURATION
Home directory:

User and Group IDs
__| Specify a user ID manually:

__| Specify a group ID manually:

Group Membership
Add user to the following groups: Tip:

You may input a comma-separated list of group
sudo| names and group IDs here. Groups that do not

already exist will be created; specify their GID in

Example: wheel, my-team (1245), project-x (29935) parentheses

Save Changes

Exhibit 50: Oracle Linux Installation - Configure Advanced User Settings
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Review the home directory, user and group IDs, and group memberships as
required, then select Save Changes to return to the user account configuration
screen.

After the root password and user account have been configured, allow the
installation process to complete.

ODBTestEnv [Running]

CONFIGURATION ORACLE LINUX 7.9 INSTALLATION
Bus Help!
<’ @ ' @
omplete
Oracle Linux is now successfully installed and ready for you to use!
Go ahead and reboot to start using it!
&8
Wov@yo Saal lerx

Exhibit 51: Oracle Linux Installation - Complete the Installation

Setup is now complete, and the VM can be rebooted.

3.3. Configure and Verify Oracle Linux

This section starts the installed Oracle Linux system, selects a suitable kernel,
completes initial setup, and checks the operating-system environment. The
resulting guest must be ready for the database prerequisites in Chapter 4.

Step 3 - Configure and Verify Oracle Linux

At boot, select a kernel certified for the chosen Oracle Database 19c Release
Update. The screenshots use the Red Hat Compatible Kernel (RHCK). A certified
Unbreakable Enterprise Kernel (UEK) may be used instead.
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o ODBTestEnv [Running]

Oracle Linux Server 7.9, with Unbreakable Enterprise Kernel 5.4.17-2102.-»
Oracle Linux rver 7.9, with Linux 3 el?.x86_64
Oracle Linux Server 7.9, with Linux © scue-0151de86cf 3a63478¢ 537a28~»

> the T and 1 keys to change the selection.
ss ‘e’ to edit the selected item, or "¢’ for a command prompt.
The selected entry will be started automatically in 4s.

Q@ =R (8] Left 3
Exhibit 52: Oracle Linux Installation - Select the Boot Kernel

Log in with the user account created during the installation process.

@ ODBTestEnv [Running)

Wed 11:26

@b e ® @] (3 Leftx

Exhibit 53: Oracle Linux Installation - First Login to Oracle Linux
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At the first login, Oracle Linux Initial Setup is displayed. Review the remaining
configuration items and the license agreement.

ODBTestEnv [Running]

ORACLE INITIAL SETUP ORACLE LINUX SERVER 7.9
Linux e Help!
LICENSING
LICENSE INFORMATION
License not d(CePh.’d
SYSTEM
NETWORK & HOST NAME

6 Wired (enp0s3) connected

QuIr

B e EEE (sLeftx

Exhibit 54: Oracle Linux Initial Setup - Review the Configuration

Select License Information and review the Oracle Linux license agreement. Accept
the terms only if authorized to do so on behalf of the organization.

e e ODBTestEnv [Running)

LICENSE INFORMATION ORACLE LINUX SERVER 7.9

=

License Agreement

ORACLE LINUX LICENSE AGREEMENT

“We,” “us,” "our” and "Oracle” refers to Oracle America, Inc. “You™ and “your” refers to the individual or entity
that has acquired the Oracle Linux programs. “Oracle Linux programs” refers to the Linux software product
which you have acquired. “License” refers to your right to use the Oracle Linux programs under the terms of
this Agreement and the licenses referenced herein. This Agreement is governed by the substantive and
procedural laws, of the United States and the State of California and you and Oracle agree to submit to the
exclusive jurisdiction of, and venue in, the courts of San Francisco or Santa Clara counties in California in any
dispute arising out of or relating to this Agreement

We are willing to provide a copy of the Oracle Linux programs to you only upon the condition that you accept
all of the terms contained in this Agreement. Read the terms carefully and indicate your acceptance by either
selecting the "Accept” button at the bottom of the page to confirm your acceptance, if you are downloading the
Oracle Linux programs, or continuing to install the Oracle Linux programs, if you have received this Agreement
during the installation process. If you are not willing to be bound by these terms, select the Do Not Accept”
button or discontinue the installation process

v | accept the license agreement.

B wRy SWE s

Exhibit 55: Oracle Linux Initial Setup - Accept the License Agreement
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Return to the Initial Setup screen and select Finish Configuration.

@ [ ] ODBTestEnv [Running)
Wed 11:26

W owae =R (sLerx

Exhibit 56: Oracle Linux Initial Setup - Return to the Login Screen

System Check

Enter the username defined during the configuration process.

e e ODBTestEnv [Running]
Thu 09:59

‘E e

Sesscssspeneee

Sign In

Exhibit 57: Oracle Linux Desktop - Login
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The system displays GNOME configuration prompts for the admin user. Once

configuration is complete, the system is ready for use. GNOME Help is then
displayed.

[ N ODBTestEnv [Running]
2 Applications Places  gnome-initial-setup Thul0:00 & # O

Ready to Go
L}

-~

You're ready to go!

Start Using Oracle Linux Server

P 2. gnome-initial-setup :]

W o b@o ®ERE C(Lerx

Exhibit 58: Oracle Linux Desktop - Complete GNOME Initial Setup

The Getting Started page is displayed in GNOME Help.

e o ODBTestEnv [Running]
2 Applications  Places  Help Thul0:00 & @ O
<[> Selting Mated *a/=| - =« «x
€ ’
Getting Started

() ([ x]

B

O

Use windows and workspaces Switch tasks
.

8§D Getting Started 1

Rop@y @R ($enx
Exhibit 59: Oracle Linux Desktop - Open Getting Started
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A terminal can be opened to check the current user and system information with
the commands whoami (currently logged-in user) and uname or uname -a (system
information).

@ @ ODBTestEnv [Running]

2 Applications Places  Terminal Thulold L @ O
user@localhost:~ 5 AN

File Edit View Search Terminal Help

[user@localhost ~]$ whoami

user

[user@localhost ~]$ uname -a

Linux localhost.localdomain 3.10.0-1160.el7.x86 64 #1 SMP Thu Oct 1 17:21:35 PDT 2020 x
86 64 x86 64 x86 64 GNU/Linux

[user@localhost ~]$

@ Bl user@localhost:~

Rl e e ® & Hl (e Leftx

Exhibit 60: Oracle Linux Desktop - Open a GNOME Terminal

Chapter Outcome

Oracle Linux 7.9 is installed, and the configured account can log in. The system
check identifies the running kernel. In the reference build, the VM used
approximately 5.75 GB at this point. Take a snapshot before applying the
database prerequisites in Chapter 4.

4, Deploy Oracle Database 19c

The Linux VM from Chapter 3 is ready for database preparation.

This chapter installs the prerequisites, copies the Oracle Database 19c media to
the VM, and runs the installer. It creates one CDB and one PDB using the
configuration chosen in Chapter 1.

Furthermore, it configures access via SSH access which may help for subsequent
administrative tasks.
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4.1. Prepare the Oracle Database Deployment

First, prepare the Linux guest for the database installer. Check the prerequisites,
install the preinstallation package, configure the oracle account and SSH access,
and copy the database archive to the VM. Section 4.2 then installs the database
software.

The steps in this section are:

Step 1 - Download the Installation Media

Step 2 - Check Database Prerequisites

Step 3 - Perform Preinstallation Tasks

Step 4 - Configure SSH Access for the Oracle User
Step 5 - Set the Oracle User Password

Step 6 - Copy the Database Media to the VM

Step 1 - Download the Installation Media

This deployment uses Oracle Database Enterprise Edition 19c¢ for Linux x86-64, a
stable Oracle release. The 19.3 base image must be updated to an appropriate,
currently supported Release Update before the environment is used as a reliable
reference.

Start at the official Oracle website [ Link reference #17, Oracle official
Website] and open Oracle Database Technologies [-» Link reference #18,
Oracle Database Technologies]. Download the installation media from the
Oracle Database Software Downloads page [=? Link reference #19, Oracle
Database Software Downloads].

Note: The reference links are listed in the Link References file in folder 05_External_Links

(refer to the downloadable publication package, chapter 7).

Note: Downloading an Oracle Database image requires an Oracle
Technology Network (OTN) or an Oracle Cloud Infrastructure (OCl)
account.

Open the Oracle products page [ Link reference #20, Oracle Products].

Select the Oracle Software menu. Use the official Oracle download pages to obtain
the installation media. Ensure that the selected database release and platform
match the reference configuration defined previously.
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% arsce comrenat @ RO @w

= ORACLE Q

Oracle Products, Solutions, and Services

Oracle Products

o ) [} =

Oracle Cloud Oracle Hardware and
Infrastructure ~ Cloud Applications ~ Industries + Engineered Systems v
m] B

Enterprise Applications + Oracle Software

Oracle Services

Jo
Q

Exhibit 61: Oracle Website - Open Products, Solutions, and Services

Select the Database link to open the Oracle Database software download page.
The Oracle Database Software Downloads page provides access to the available
database releases, installation packages, and related documentation. The website
layout may vary as Oracle updates its download pages.

0w
= ORACLE Q C
Oracle Al Database Software Downloads
Try Oracle Al Database for free
Oracle Autonomous Al Database Oracle Al Database Free Oracle Al Database Enterprise
Fowe. Wy maraged Goud database on Oracie Clonst .o s & cowd Edition
Oracle Al Database Free
Run Oracle Al Database 26ai Freeon  Run Oracle Al Database 26ai Free on  Run the Oracle Al Database 26ai Free @
Linux Windows Container Image with Docker

Exhibit 62: Oracle Website - Open the Database Software Download Page
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Scroll down to the Oracle Database section to find the available Oracle Database
versions and platforms.

Select Oracle Database 19c for Linux x86-64. Ensure that the selected download
matches the Oracle Linux x86-64 guest operating system used in the reference
sandbox. Alternatively, select any other Oracle Database download suitable for
the environment to be deployed. The database package must be compatible with
the guest environment, regardless of the host workstation's operating system.

D1 you know you can deploy Oracie Al Database on OCI Compute! [l

Oracle Database Enterprise Edition

Exhibit 63: Oracle Website - Select Oracle Database 19c¢ for Linux x86-64

Oracle Database installation files are available in ZIP or RPM format, with
additional components available separately. For the ZIP-based installation
described in this guide, the database version is 19c. The database edition
- Standard Edition 2 (SE2) or Enterprise Edition (EE)- is selected during
installation.

The selected edition affects Oracle Database licensing requirements. Review the
applicable Oracle licensing terms and ensure compliance before deploying or
using the database, including in non-production environments.

For the reference sandbox, select the Oracle Database 19c Linux x86-64 ZIP
installation archive. Save the downloaded file on the host workstation and retain
the original archive for future use. The following steps prepare the installation
media and transfer it to the Oracle Linux virtual machine.
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5 arscm convtrtmananecotge Ut T s Serisacs ¥ 2 0 | (50

= ORACLE Q

Oracle Database 19¢ for Linux (Intel x86-64)
(64-bit)

These

Downloads

Exhibit 64: Oracle Website - Download Oracle Database 19¢ Media

Select the Oracle Database 19c ZIP file for Linux x86-64. When the download
window appears, review the Oracle License Agreement and, if the terms are
accepted on behalf of the organization, select / reviewed and accept the Oracle
License Agreement, then select Download LINUX.X64_193000_db_home.zip. An
Oracle account is required to proceed with the download.

Exhibit 65: Oracle Website - Accept the Oracle License Agreement
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Step 2 - Check Database Prerequisites

The Oracle Database 19c Installation Guide for Linux [=» Link reference #21,
Oracle Database 19c Installation Guide for Linux] describes the prerequisites
and installation procedure. Check the requirements for the selected release
before continuing.

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

Oracle® Database

Exhibit 66: Oracle Website - Open the Database Installation Guide for Linux

Check the following prerequisites before installing the database. The minimum
RAM requirement below is distinct from the 4 GB allocated to the reference VM:

e 2 GB RAM (minimum requirement)

e Network connectivity

e Oracle Linux 7.x with a supported Linux x86-64 kernel (download
instructions are provided above)

e OpenSSH installation

e Storage space for Oracle software (Linux x86-64): at least 7.2 GB for Oracle
Database Enterprise Edition

e At least 1 GB of available temporary disk space in /tmp for installation
operations

o Sufficient swap space (4 GB for the reference VM with 4 GB of RAM)

e Access to the Oracle Linux software repositories required to install
prerequisite packages
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The VirtualBox reference VM uses 2 vCPUs, 4 GB of RAM, and a 50 GB virtual disk.
Verify capacity against the selected database components and keep Oracle Linux
and Oracle Database at supported update levels.

Step 3 - Perform Preinstallation Tasks

Refer to the Oracle Yum support page [=* Link reference #22, Oracle Database
19¢ Oracle Linux Preinstallation via Yum].

Run the following yum command:
\ # yum install oracle-database-preinstall-19¢

Install the Oracle Database prerequisites and create the oracle operating-system
user and groups.

Applications  Places  Terminal fr Thuog4o 2 # O
admin@oracle:~ - e x

File Edit View Search Terminal Help

[admin@oracle ~]$% sudo yum install oracle-database-preinstall-19c
[sudo] password for admin:

2@ Bl sdmin@oracle:

Exhibit 67: Oracle Database Preinstallation - Run the Yum Command

Review and accept the dependency changes. The oracle-database-preinstall-19c
package installs the required dependencies, configures operating system settings,
and creates the oracle user and associated groups.

Review the dependency changes proposed by yum, and if agreed upon, then
confirm the installation, and allow the process to be completed.
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a Applications Places  Terminal fr ThuO8:40 % ¢ O

Aace_sin . (e

admin@oracle:~ - et

File Edit View Search Terminal Help

> Processing Dependency: kernel-headers >= 2.2.1 for package: glibc-headers-2.17-326.0.9.el7 9.x86 64
-> Processing Dependency: kernel-headers for package: glibc-headers-2.17-326.08.9.el7 9.x86 64
-> Running transaction check

> Package glibc-common.x86 64 ©:2.17-317.0.1.el7 will be updated
> Package glibc-common.x86 64 0:2.17-326.0.9.el7 9 will be an update
> Package kernel-headers.x86 64 0:3.10.0-1160.118.1.0.1.el7 will be installed

> Finished Dependency Resolution

Dependencies Resolved

version

Package Arch

Repository

Installing
oracle-database-preinstall-19c x86_64 1.0-3.el7 ol7 latest 27 k
Installing for dependencies

compat-libcapl x86 64 1.10-7.el7 latest 17 k
glibc-devel x86_64 2.17-326.0.9.e17 9 latest 1.1 M
glibc-headers x86_64 2.17-326.0.9.el7 9 latest 694 k
kernel-headers x86 64 3.10.0-1160.118.1.0.1.el7 latest 9.1 M
ksh x86_64 20120801-144.0.1.e17 9 latest 882 Kk
libaio-devel x86_64 0.3.109-13.el7 latest 12 k
libstdc++-devel Xx86_64 4.8.5-44.0.3.el7 latest 1.5 M
Updating for dependencies

glibc x86_64 2.17-326.0.9.e17 9 ol7 latest 3.6 M
glibc-common x86_64 2.17-326.0.9.e17 9 ol7 latest 12 M

Transaction Summary
Install 1 Package (+7 Dependent packages)
Upgrade ( 2 Dependent packages)

Total size: 29 M
Total download size: 13 M
Is this ok [y/d/N]: [}

@ Bl cdmin@oracle~

Exhibit 68: Oracle Database Preinstallation - Check Package Dependencies

Confirm the installation.

n
»
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a Applications Places  Terminal fr Thuos4l & @ O
admin@oracle:~ - 8 X

File Edit View Search Terminal Help
libstdc++-devel x86_64 4.8.5-44.0.3.el7 ol7 latest 1.5 M
Updating for dependencies:

glibc x86 64
glibc-common x86 64

17-326.0.9.e17 9 ol7 latest 3.6 M
17-326.0.9.el7 9 ol7 latest 12 M

NN

Transacti

Install 1 Package (+7 Dependent packages)
Upgrade 2 Dependent packages)

Total size: 29 M

Total download size: 13 M
Is this ok [y/d/N]: y

Is this ok [y/d/N]: y
Downloading packages
warning: /var/cache/yum/x86 64/7Server/ol7 latest/packages/compat-libcapl-1.10-7.el7.x86 64.rpm: Header V3 RSA/S
HA256 Signature, key ID ec551f83: NOKEY

Public key for compat-libcapl-1.10-7.el7.x86 64.rpm is not installed
(1/8): compat-libcapl-1.10-7.el7.x86 _64.rpm

(2/8): glibc-headers-2.17-326.0.9.el7 9.x86_64.rpm

(3/8): glibc-devel-2.17-326.0.9.e17_9.x86_64.rpm

| 17 kB ©00:00:00

|

|
(4/8): ksh-20120801-144.0.1.el7_9.x86_64.rpm |

|

|

|

|

694 kB 00:00:00
1.1 MB 00:00:00
8i

(5/8): libaio-devel-0.3.109-13.e17.x86 64.rpm 2 kB 00:00:00

(6/8): kernel-headers-3.10.0-1160.118.1.0.1.el7.x86 64.rpm 9.1 M8 00:00:00
(7/8): libstdc++-devel-4.8.5-44.0.3.e17.x86 64.rpm 1.5 MB 00:00:00
(8/8): oracle-database-preinstall-19¢-1.0-3.e17.x86 64.rpm 27 kB 00:00:00
Total 11 MB/s | 13 M8 00:00:061

Retrieving key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-oracle

Importing GPG key OxEC551F03:

Userid Oracle 0SS group (Open Source Software group) <build@oss.oracle.com>
Fingerprint: 4214 4123 fecf c55b 9086 313d 72f9 7b74 ec55 1fe3

Package 7:oraclelinux-release-7.9-1.0.9.e17.x86 64 (@anaconda/7.9)

From /etc/pki/rpm-gpg/RPM-GPG-KEY-oracle

Is this ok [y/N]

@ [l admin@oracie:~ |
Exhibit 69: Oracle Database Preinstallation - Confirm Package Installation

Dependence is installed, and the Oracle preinstallation tasks are executed.
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a Applications Places  Terminal @ fr Thu0s4l L ¥ O
admin@oracle:~ - W

File Edit View Search Terminal Help
Installing : libstdc++-devel-4.8.5-44.0.3.e17.x86 64 5/12
Installing libaio-devel-0.3.109-13.e17.x86 64 6/12
Installing : kernel-headers-3.10.0-1166.118.1.0.1.el7.x86 64 7/12
Installing : glibc-headers-2.17-326.0.9.el7 9.x86_64 8/12
Installing glibc-devel-2.17-326.0.9.el7 9.x86 64 9/12
Installing oracle-database-preinstall-19¢-1.0-3.e17.x86 64 16/12
Cleanup glibc-common-2.17-317.6.1.e17.x86_64 11/12
Cleanup glibc-2.17-317.0.1.e17.x86_64 12/12
verifying glibc-devel-2.17-326.0.9.e17 9.x86_64 1712
Verifying glibc-headers-2.17-326.0.9.el7 9.x86 64 2/12
verifying ksh-20120801-144.0.1.e17_9.x86 64 3/12
verifying kernel-headers-3.10.0-1160.118.1.0.1.e17.x86_64 4/12
Verifying oracle-database-preinstall-19c-1.0-3.el7.x86 64 5/12
verifying glibc-2.17-326.0.9.e17_9.x86_64 6/12
Verifying compat-libcapl-1.10-7.el7.x86_64 7/12
verifying libaio-devel-0.3.109-13.e17.x86_64 8/12
verifying libstdc++-devel-4.8.5-44.6.3.e17.x86_64 9/12
verifying glibc-common-2.17-326.0.9.e17_9.x86 64 10/12
verifying glibc-common-2.17-317.0.1.el7.x86 64 11/12
Verifying glibc-2.17-317.0.1.e17.x86 64 12/12

Installed
oracle-database-preinstall-19c.x86 64 0:1.0-3.el7

Dependency Installed: I
compat-libcapl.x86 64 0:1.10-7.el7 glibc-devel.x86 64 0:2.17-326.0.9.e17 9
glibc-headers.x86 64 0:2.17-326.0.9.e17 9 kernel-headers.x86 64 0:3.10.0-1160.118.1.0.1.el7
ksh.x86 64 ©:20120801-144.6.1.el7 9 libaio-devel.x86 64 0:0.3.109-13.el7

libstdc++-devel .x86 64 0:4.8.5-44.0.3

Dependency Updated
glibc.x86 64 06:2.17-326.0.9.e17 9 glibc-common.x86 64 0:2.17-326.0.9.el7 9

Complete!
[admin@oracle ~]$ ]

@ Bl cdmin@oracle~

Exhibit 70: Oracle Database Preinstallation - Complete Package Installation

Oracle-related groups are created.

FrS—— R —— ot Bty ] ADFICTTe- T3 4B 4536, BT COaaEOR A recie T i bR S445.1450157BRBacu,_opontean-usvs 8 5. 1202, . (@
& Applications Places  Terminal fr Thuos0l & # O
admin@oracle:~ - e x

File Edit View Search Terminal Help
[admin@oracle ~]$ grep oracle /fetc/group
oinstall:x:54321:oracle
dba:x:54322:oracle

oper:x:54323:oracle
backupdba:x:54324:0racle
dgdba:x:54325:0racle
kmdba:x:54326:0racle
racdba:x:54338:oracle

[admin@oracle ~1% []

8 Bl admin@oracle:-

Exhibit 71: Oracle Database Preinstallation Check - Verify the Oracle Groups

The oracle user is created.
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Applications  Places  Terminal fr Thu0902 & ® O

admin@oracle:~ o A

File Edit View Search Terminal Help

acle D or etc/passwd
acle:/bin/bash

id oracle
e) gid=54321(oinstall) groups=54321(oinstall),54322(dba),54323(oper),54324(backupdba),54325(dgdba
54330(racdba)

[admin@oracle ~]$ []

@ Il admin@oracle:~

Exhibit 72: Oracle Database Preinstallation Check - Verify the Oracle User

Step 4 - Configure SSH Access for the Oracle User

SSH access by itself does not require wheel-group membership. Ensure that the
SSH service is enabled, then set a strong password or configure key-based
authentication for the oracle account.

\ # sudo systemctl enable --now sshd

If wheel-group membership is required for administrative tasks, run the following
command from the admin account:

# sudo usermod -aG wheel oracle

The wheel group provides administrative privileges through sudo when permitted
by the system configuration. This membership is optional and is not required for
SSH access. Grant it only if the oracle user needs to perform administrative tasks.

Verify that the SSH service is running and that the VM network configuration
permits connections from the host workstation.

The following configures the oracle account password and transfers the database
installation media to the VM.
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a Applications Places  Terminal fr Thu09:08 &% ¢ O
admin@oracle:~ - et

File Edit View Search Terminal Help

[adm cle ~]$ sudo usermod -aG wheel oracle

s=54321(oinstall) , PENCIEEAN 54322 (dba) , 54323 (oper) ,54324 (backupdba) ,5

@ Bl cdmin@oracle~

Exhibit 73: Oracle User Configuration - Add the Oracle User to the Wheel Group

Step 5 - Set the Oracle User Password

Set the password for the oracle user account.
‘ sudo passwd oracle

With SSH access configured, copy the archive using scp. The reference VM used
approximately 6.7 GB at this stage. A snapshot can be taken before copying and
extracting the database media.

Step 6 - Copy Binaries to the VM

Download the db_home archive and copy it to the VM by using the scp command:

\ # scp LINUX.X64_193000_db_home.zip oracle@192.168.1.213:~/

ene [ Downloads — oracle@oracle:~ — -zsh — 14142

admin@imacpro Downloads % scp LINUX.X64_193000_db_home.zip oracle@192.168.1.213:~/
oracle@l192.168.1.213's password:

LINUX.X64_193600_db_home.zip 16@% 2918MB 19.2MB/s 82:31
admin@imacpro Downloads % i

Exhibit 74: Oracle Database Media - Copy the Media to the VM

The archive is now available on the VM.
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oracle@oracle:~

@ [l oracle@oracle:~
Exhibit 75: Oracle Database Media - Verify the Media in the Oracle User Home Directory

Section Outcome

The Oracle Database 19c archive is on the VM, the preinstallation package has run,
the oracle account is ready, and SSH-based file transfer is available. In the
reference build, storage use was approximately 10.17 GB. The next section
creates the Oracle directories and runs the installer.

4.2. Install and Configure Oracle Database 19c

Use Oracle Universal Installer (OUI) to install Oracle Database 19c Enterprise
Edition and create one container database CDB with one pluggable database PDB.
The installer is available from the Oracle Database pages [ Link reference #23,
Oracle Database 19¢ Oracle Universal Installer].

Note: The reference links are listed in the Link References file in folder 05_External_Links
(refer to the downloadable publication package, chapter 7).

The steps below set the software directories, memory, character set, datafile and
recovery locations, and operating-system groups.

The steps in this section are:
Step 1-Log In
Step 2 - Create the Oracle Directories
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\ Step 3 - Launch Oracle Universal Installer
Step1-LoglIn

Log in with the Oracle installation-owner account (oracle), which will own the
software binaries.

Step 2 - Create the Oracle Directories

Create the Oracle base and Oracle inventory directories in accordance with the
Oracle Optimal Flexible Architecture (OFA) recommendations. Specify the correct
owner, group, and permissions for these directories.

# mkdir -p /u01/app/oracle

# mkdir -p /u01/app/oralnventory

# chown -R oracle:oinstall /u01/app/oracle

# chown -R oracle:oinstall /u01/app/oralnventory

Run the directory-creation and ownership commands with root privileges.

a Applications  Places Thulo00 % ® O

racle@oracle /]$ sudo mkdir -p /u@l/app/oracle
le@oracle /]$ sudo mkdir -p /u@l/app/oralnventory
oracle /]$ sudo chown -R oracle:oinstall /u@l/app/oracle
le@oracle /]$ sudo chown -R oracle:oinstall /u@l/app/oralnventory
le@oracle /]$ sudo chmod -R 755 /u@l/app
clegoracle /1% []

ORACLE

Linux

Exhibit 76: Oracle Database Installation - Create the Oracle Directories

Create an OFA-compliant Oracle home directory and extract the downloaded
image files into this directory. The example uses approximately 16.8 GB of
storage, including the archive.

\ $ mkdir -p /u01/app/oracle/product/19.0.0/dbhome_1
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$ cd /u01/app/oracle/product/19.0.0/dbhome_1
$ unzip -q ~/LINUX.X64_193000_db_home.zip

The Oracle Database installation files are extracted into the Oracle home
directory. Verify that the extraction completes without errors and that the
runinstaller executable is available before proceeding.

Step 3 - Launch Oracle Universal Installer

In this step, Oracle Database 19c s installed and configured using Oracle Universal
Installer (OUI). The installer guides the deployment of the database software and
the creation of the reference database.

Set ORACLE_HOME and launch the installer by running the following commands:

export ORACLE_HOME=/u01/app/oracle/product/19.0.0/dbhome_1
cd $ORACLE_HOME && ./runinstaller

oracle@oralinux:/u01/app/oracle/product/19.0.0/dbhome .1

4 File Edit View Search Terminal Help

oracle@oralinux ~]$ cd /u@l/app/oracle/product/19.0.6/dbhome 1/
oracle@oralinux dbhome 1]$ ./runlnstaller

ORACLE

Linux
@ [l oracle@oralinux/u/app/oracie/pe

Exhibit 77: Oracle Database Installer - Launch the Installer

Select Create and configure a single instance database, and then select Next.

This selection installs the Oracle Database software and creates the reference
database in a single procedure. The installer then guides the selection of the
system class, database edition, and other configuration settings defined in
Chapter 1.
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a Applications Places  Oracle Database 19¢ Installer Thuldld L ® O

Oracle Database 19¢ Installer - Step 1 of 9 -
Select Configuration Option 190 ORACLE
Database

Configuration Option Select any of the following install options
w. Database Installation Option{ (=) Greate and configure a single instance database

This option creates a starter database.

Set Up Software Only

Note 1. For RAC install, do ‘Set Up Software Only’ and then execute DBCA (Database Configuration
Assistant) from the oracle home.

Note 2° To upgrade an Oracle Database, do ‘Set Up Software Only’ and then execute DBUA
(Database Upgrade Assistant) from the oRscle home.

Next >

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 78: Oracle Database Installer - Select the Configuration Option

For a typical installation, select Server Class, and then select Next.
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a Applications Places  Oracle Database 19¢ Installer Thuldld 5 @ O

Oracle Database 19¢ Installer - Step 2 of 8

Select System Class 1 C ORACLE
Database
4. Senfiguration Option Reskiop cless
System Class Choose this option If you are Installing on a laptop or desktop class system. This option
T includes a starter database and allows minimal configuration
v Tupical installation
9 Server class
Choose this option if you are installing on a server class system, which Oracle defines as a

system used in a production data center. This option allows for more advanced configuration
options

<Back || Next>

o

B oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 79: Oracle Database Installer - Select the System Class

For the database edition, select Enterprise Edition, and then select Next.
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a Applications Places  Oracle Database 19¢ Installer Thuldld L ® O

Oracle Database 19c¢ Installer - Step 3 of 18

Select Database Edition 1 C ORACLE
Database
Which database edition do you want to install?

+) Enterprise Edition
Database Edition Oracle Database 19¢ Enterprise Edition Is a self-managing database that has the scalability
performance, high availability. and security features required to run the most demanding,
installation Location mission-critical applications
Standard Edttion 2

Oracle Database 19¢ Standard Edition 2 is a full featured data management solution ideally
suited to the needs of medium-sized businesses

<Back | Next>

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 80: Oracle Database Installer - Select Enterprise Edition

Specify a path for all Oracle software and configuration-related files installed by
the installation owner. Select Next.

1otre R atheyrvanks o uic6 T asb- o029 4bes- Raki-63c2 1240008100 OrackeL imce 78 ap0_i+00baTca- 11604210 8045-14DAIS 80 DaCARE I a (@ o

a Applications Places  Oracle Database 19¢ Installer Thuld2l % W O

Oracle Database 19c¢ Installer - Step 4 of 18

Specify Installation Location 1 C CD:):Qb/\CLe
atabase

Specify a path to place all Oracle software and configuration-related files instalied by this
installation owner. This location is the Oracle base directory for the installation owner.
Oracle base: /u0l/app/oracie | | Browse
o Installation Location
TR T This software directory is the Oracle Database home directory.
Create Inventon,
Software location: /u01/app/oracle/product/19.0.0/dbhome_1

<Back | Next> Cancel

@ B oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 81: Oracle Database Installer - Specify the Installation Location

Specify a directory for the installation metadata files. Select Next.
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a Applications Places  Oracle Database 19¢ Installer Thu 13:21

Oracle Database 19c¢ Installer - Step 5 of 18

C ORACLE’

Create Inventory 1 Datab:
atabase

You are starting your first installation on this host Specify a directory for installation metadata
files tfor example, install log files). This directory is called the *inventory directory”. The installer
automatically sets up subdirectories for each product to contain inventory data The subdirectory
for each product typically requires 150 kilobytes of disk space

Inventory Directory: [/u01/app/orainventory Browse.
v Create Inventory

v Confiquration Type Specify an operating system group whose members have write permission to the inventory
directory (oralnventory).

orainventory Group Name: gingeall v

x

<Back | Next>

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step
Exhibit 82: Oracle Database Installer - Configure the Oracle Inventory

Note: The directory is called the inventory directory.

Select General Purpose/Transaction Processing as the database type, and then
select Next.
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a Applications Places  Oracle Database 19¢ Installer Thuld2l & # O

Oracle Database 19c Installer - Step 6 of 18

C ORACLE"

Select Configuration Type 1
Database

Select the type of database that you want to create
2) General Purpose / Transaction Processing

Database Edition A starter database designed for general purpose use, or for transaction-heavy applications

Installation Location Data Warehousing
Crate Inventon A starter database optimized for data warehousing applications.
+ Configuration Type

v Database identffiers

<Back | Next> Cancel

@ B oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 83: Oracle Database Installer - Select the Database Type
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Provide the global database name, Oracle system identifier (SID), and pluggable
database name, and select Create as Container Database. Then select Next.
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8 Applications Places  Oracle Database 19¢ Installer Thuld22 % ¥ O

Oracle Database 19c¢ Installer - Step 7 of 18

C ORACLE"

Specify Database Identifiers 1
Database

Provide the identifier information required to access the database uniquely. An Oracle database is
uniquely identified by a Global database name. typically of the form "name.domain®. A database is
. Syatem Cla referenced by at least one Oracle instance which is uniquely identified from any other instance on
this computer by an Oracle system identifier (SID)

Configurati

Database Edition
Global database name: orcl
installabion Location

Create Inventon Qracle system identifier (SID): [orc)
Confiquration Tvpe 7| Create as Contajner database

g Oatabase identifiers Creates a database container for consolidating multiple databases into a single database

Confiquration Options and enables database virtualzation

Pluggable database name: orcipdb

L)

<Back | Next>

B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 84: Oracle Database Installer - Configure Database Naming and Containers

Select Enable Automatic Memory Management, and then go to the Character sets
tab.

trumiscoracts Viehaathesyrveuaks shen tic6TFBanb e0TD Abas. Rakd 3212440000 b b OracheL v

2 Applications Places  Oracle Database 19¢ Installer Thuld22 &K ® O

Oracle Database 19c Installer - Step 8 of 18

C ORACLE

Specify Configuration Options 1
Database

Configuration Option Memory | Character sets = Sample schemas

. Svstem Enabling Automatic Memory Management allows the database to distribute memory

» automatically between the system global area (SGA) and the program global area (PGA),

Database Edition based on user-specified overall database memory target size. If automatic memory
tontallation 1 e dtion management is not ensbled, then the SGA and PGA must be sized manually
Create Inventon, 7] Enable Automatic Memory Management
Configuration Tvpe
Database identfiars

v Configuration Options

i
Hlocate memory: .- 3438

) o Storage v
SGA target AUTO MB
PGA aggregate target AUTO M8

Target database memory. 1458 MB

<Back | Next> Cancel

@ B oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 85: Oracle Database Installer - Configure Database Memory
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Select Use Unicode (AL32UTF8), and then select Sample Schemas.
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Oracle Database 19c Installer - Step 8 of 18

Specify Configuration Options 1 C ORACLE’

Database

Memory | Character sets  Sample schemas
k

Database Editio
Installation Location
Create Inventon

The database character set determines how character data is stored in the database.

%) Use Unicode (AL32UTF8)
Setting character set to Unicode (AL32UTF8) enables you to store multiple language
Configuration Tvpe groups.

Database \dentfiers Use OS character zet (WEBMSWIN1252)
+ Configuration Options Character set is based on the language setting of this operating system: WEBMSWIN1252

. Database Storage Chgose from the following list of character sets

<Back | Next> Cancel

@ [ oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 86: Oracle Database Installer - Select the Database Character Set

Select Install sample schemas, and then select Next.
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a Applications  Places  Help Topic Window Thuld23 L @ O

Specify Configuration Options [ Help Topic Window
{ Ble Go Tools
e <cc w

Database Edition You can choose to instd
option. Human Resouret Sample Schemas
installation Location SYSAUX tablespace.

v Create Inventon

Configuration Type v Install sgmple schent
Database identsfiers
+ Configuration Options with sample schemas

. Database Storage

The Create database with sample schemas option is

However, you can select the option, if you want to create the starter database

<Back || Next> Cancel

@ [ oracle@oralinux/u01/apploracle Oracle Database 19¢ Installer - S. Help Topic Window

Exhibit 87: Oracle Database Installer - Configure Sample Schemas

Select File System, specify the database file location, and then select Next.
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Oracle Database 19c¢ Installer - Step 9 of 18

Specify Database Storage Options 1 C ORACLE’
Database

Confi tion S Ple gystem

Use a file system for database storage. For optimal database organization and performance,
T Oracle recommends that you install data files and the Oracle database software on different disks
Database Edition

instalation Location Specify database file location: [/u01/app/oracie/oradata Browse

Oracle Automatic Storage Management
Oracle Automatic Storage Management (Oracle ASM) simplifies database storage administration
and places database files for optimal VO performance. Select this option if you intend to use
Oracle ASM

+ Database Storage 13

Management Options

<Back | Next>

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 88: Oracle Database Installer - Select the Datafile Location

Registration with Enterprise Manager Cloud Control is optional. Leave the option
unselected, and then select Next.
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a Applications Places  Oracle Database 19c¢ Installer - Step 8 of 18 Thu 13:26

Oracle Database 19c Installer - Step 10 of 18

C ORACLE"

Specify Management Options 1
Database

Oracle Database 12¢ is managed by Oracle Database Express by default You can use Oracle
Enterprise Manager 12¢ Cloud Control to manage each Oracle Database 19¢ centrally. Specify the
details of the Cloud Control configuration to manage your database

Register with Enterprise Manager (EM) Cloud Control

atabase Storage
+ Management Options

Becovery Ootions

<Back | Next> Cancel

@ B oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 89: Oracle Database Installer - Configure Management Options

Select Enable Recovery and File System, provide the recovery-area path, and then
select Next.
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Oracle Database 19c Installer - Step 11 of 18

Specify Recovery Options 1 c ?‘r"b/\CLE'
atabase

Enable or disable recovery for your database. If you choose to enable recovery, then the location
specified will be used as recovery area storage

Database Edition
installation Location

7| Enable Recovery

Craaie Tonanter %) File gystem
Configuration Tvpe
Database Identfiers
Configuration Options

Recovery area |ocation: /uOl/app/oracle/recovery_area| Browse
¥ O Oracle Automatic Storage Management

Management Ootions
Recovery Options

Schema Passwords

<gock [ N> ]

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 90: Oracle Database Installer - Configure Recovery Options

Select the option Use the same password for all accounts, and then select Next.
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a Applications Places  Oracle Database 19c¢ Installer - Step 11 of 18

Oracle Database 19c Installer - Step 12 of 18

Specify Schema Passwords 1 C DO:Qb/\CLe
atabase

The starter database contains pre-loaded schemas, most of which have passwords that are
expired and locked at the end of installation. After installation is complete. you must unlock and
set new passwords for those accounts you want to use. Schemas used for database
management and postinstallation functions are left unlocked. and passwords for these accounts

Database Edition will not expire. Specify the passwords for these accounts

{nstallation Location Use different passwords for these accounts
Create Inventon

Confiquration Tvpe

Database identfiers

Confiquration Options

atabase Storage

Management Options

Recovery Ootions ¥ () Use the samg password for all accounts

« Schema Passwords

s S G password Gonfirm password

<Back || Next>

8 [l oracle@oralinux/u01/app/oracle/pr Oracle Database 19¢ Installer - Step

Exhibit 91: Oracle Database Installer - Set Schema Passwords

Provide the privileged operating-system groups shown in the screenshot. Then
select Next.

How to Build an Oracle Database Non-Production Sandbox Environment 71



OMTCO

05 b ey Vi . W i et Ry e 5 i< T1Baa- 0070 R 3212040t Cracle 7850 s HDOBATE-TIO.4410.8045-HDRTS1B00mCAAS, youtstrbvec .5-17207A4ps_sbas . (@

a Applications Places  Oracle Database 19c Installer - Step 13 of 18 Thuld2s L ® O

Oracle Database 19c Installer - Step 13 of 18

Privileged Operating System groups 1 C ORACLE
Database

SYS privileges are required to create a database using operating system (OS) authentication

ip in OS Groups grants the corresponding SYS privilege. eg. membership in OSDBA

. Svate 3 grants the SYSDBA privilege

Sonfi

Database Edition Database Administrator (OSDBA) group.

stallatio jon
Lot Database Qperator (OSOPER) group (Optional}

Database Bagkup and Recovery (OSBACKUPDBA) group backupdba ¥
Data Guard administrative (OSDGOBA) group: dgdba  *

Encryption Key Management administrative (OSKMDBA) group: |kmdba  +
Rkt X Real Application Cluster administrative (OSRACDBA) group racdba ¥
Management Options
Becovery Options
o Schema Passwords
v Operating System Groups

Boot script execution

<Back | Next>

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 92: Oracle Database Installer - Select Operating System Groups

For root-script execution, select Automatically run configuration scripts and Use
sudo. Provide the path to sudo and the password, and then select Next.
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Oracle Database 19c Installer - Step 14 of 18

C ORACLE"

Root script execution configuration 1
Database

During the software certain have to be p as “root” user. You
can choose to have the installer perform these operations automatically by specifying inputs for
one of the options below. The input specified will also be used by the installer to perform
additional prerequisite checks

| Automatically run configuration scripts

Use “root” user gredential

5 Use gudo

Program path | [usr/bin/sudo Browse.

Password - P[eeees
© Schema Passwords

Qperating Svstem Groups
¥ Root script execution

Prerequisite Checks

<Back || Next> Cancel

@ B oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 93: Oracle Database Installer - Configure Root Script Execution

The Oracle Database installation response file can now be reviewed, and previous
selections can be changed if necessary.
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Oracle Database 19c Installer - Step 16 of 18

Summary 1 C ORACLE"
Database

Configuration Option = Oracle Database 19¢ Installer
= Global settings
Install method: Advanced installation

Svstem Class

Database edition: Enterprise Edition (Create and configure a database) [Edt)
Lial oo Oracle base: /u0l/app/oracle [Edit)
Create Inventory Software location: /u01/app/oracle/product/19.0.0/dbhome_1
Configuration Tvpe Privileged Operating System groups: dba (OSDBA), oper (OSOPER), backupdba (OSBA
Database identfiers Root script execution configuration: Sudo program [Edit]
= Z = Inventory information
Configuration Options
Ratabase Storage

Ontions

Inventory location: /u01/app/oralnventory [Edit]
orainventory group: oinstall [Ed

Recovery Options Configuration: General Purpose / Transaction Processing [Edit
Global database name: orcl [Edit)
Oracle system ideng&er (SID): orcl [Edi

Schema Passwords

Pluggable database Rame: orcipdb (Edit)
Allocated memory: 1458 MB [Edit
Automatic memory management option: TRUE (Edit)

SH—t——- 3¢ I3ttt

Database character set | AL32UTFE (Unicode UTF-8 Universal character set) [Edit
Management method: Database express (Edit]

Database storage mechanism: File system [Edit
I »

Save Response File

Install Cancel

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 94: Oracle Database Installer - Review the Installation Summary (1 of 2)

Scroll down for additional information.
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Oracle Database 19c Installer - Step 16 of 18

Summary 1 C ORACLE"
Database

" 2 racl racle (Edi
Confiquration © Oracle base. /u0l/app/oracle (Edit]

= = Software location: /u0l/app/oracle/product/19.0. 0/dbhome_1

2atem Class Privileged Operating System groups: dba (OSDBA), oper (OSOPER), backupdba (OSBA
Database Edition Root script execution configuration: Sudo program [Edit)
nstallation Location = Inventory information

Create Inventon, Inventory location: /u01/app/orainventory (Edit]
orainventory group: oinstall (Edt)

= Database information

Configuration Type

Database identfiers
Configuration: General Purpose / Transaction Processing [Edit

LT g Global database name: orcl [Edit]
at ¢ Storage Oracle system identifier (SID): orcl (Edd
Management Options Pluggable database name: orclpdb (Edt)
et atla Allocated memory: 1458 MB [Edit]
Automatic memory mansgement option: TRUE (Edit)
Schema Passwords

Database character set - AL32UTFE (Unicode UTF-8 Universal character set) [Edit
£psealng Saztem Sroves Management method: Database express [Edi)
Boot s<ript execution Database storage mechanism: File system [Edit]
prer hecks Database file location: /u0/app/oracle/oradata [Edit]
Recovery. Enabled (Edt)

Recovery Storage Type: File system (Edit]

O+HE—t—t—- 3ttt

Summary

Database Recovery file location: /u01/app/oracle/oradata [Edit

I

Save Response File.

Install Cancel

@ I oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 95: Oracle Database Installer - Review the Installation Summary (2 of 2)

Select Install to launch the engine installation.
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Install Product 1 Cc g)‘rt’b/\CLE'
atabase

r_

Linking RDBMS Executables

Details
+ Configure Local Node

o Prepare Loading products list. Please wait
« Link binaries Loading dialogs for Oracle Database 19¢
« Setup Loading dialogs for Enterprise Edition Options
Setup Oracle Base Loading dialogs for Oracle Partitioning
Execute Root Scripts Loading dialogs for Oracle Spatial and Graph
Loading dialogs for Oracle OLAP
Loading dialogs for Oracle Database 19¢
Loading dialogs for Oracle Net Services
Loading dialogs for Oracle Text
Loading dialogs for Oracle Database Provider for DRDA
Loading dislogs for HAS Files for DB
Loading dialogs for Oracle Net Listener
Loading dialogs for Oracle Internet Directory Client
Loading dislogs for Oracle Advanced Security
Loading dialogs for Oracle jvM
Loading dialogs for Oracle Scheduler Agent
Loading dialogs for Oracle XML Development Kit

Oracle Database configural

T
Install Product 1 1

1 C ORAC

Database

@ B oracle@oralinux/u01/app/oracie/pr Oracle Database 19¢ Installer - Step

Exhibit 96: Oracle Database Installer - Install Oracle Database Software

Select Install to start the Oracle Database software installation. When prompted,
select Yes to allow the required configuration scripts to run with elevated
privileges.
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Install Product 1 C glf;\’b/:ELE'

['_

Completed 'Prepare for configuration steps'

Oracle Database 19c¢ Installer

Succeeded
Succeeded
Succeeded
Configuration scripts generated by the Installer need to be run as a Succeeded
privileged user (root). Installer wil run these scripts using the

Succeeded
privileged user credentials provided earlier

In Progress

k Pending
Are you sure you want to continue ? Pending

Details

+ Install Product
C ORACLE'

Database

Cancel

B oracle@oralinux/u01/apploracie/pr Oracle Database 19¢ Installer - Step

Exhibit 97: Oracle Database Installer - Confirm Root Script Execution
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When the configuration process is complete, review the installation summary and
database-creation results. In the reference installation shown here, the Oracle
Universal Installer reports that one or more configuration assistants were skipped
(they are not required for the selected database configuration).

The required configuration assistants completed successfully, and the reference
CDB/PDB configuration was created as intended.

Close the Oracle Universal Installer.

a Applications Places  Oracle Database 19¢ Installer - Step 18 of 18 Thuldis & ® O

Oracle Database 19¢ Installer - Step 18 of 18 =/ B

. [srdc_dbtdl oo 19c ORACLE"
. [srdc_get Database

rdc_scn.}

rman The configuration of Oracle Database was but some ts failed.

l
!
[srdc_asm § were cancelled or skipped
[srdc_analy e
[ rman
[ dbtdi Oracle Enterprise Manager Database Express URL https //oralinux 5500/em
M db s
, [srdc_exp
[srdc_expd)
( expd|
[ imp
[srdc dbupy
[srdc_db_ul
[srdc imp 4
, [srdc_unif
. [srdc_rman
, logg 12102

Get Help
Exit

Oracle Database 19¢ Installer - S i} oracte@oralinux/tmp/instaliacti

Exhibit 98: Oracle Database Installer - Complete the Installation

Chapter Outcome

Congratulations! Oracle Database 19c Enterprise Edition is installed, and the
reference CDB and PDB have been created with the documented memory,
character set, storage, recovery, and operating system group settings. The virtual
machine now contains the sandbox designed in Chapter 1.

The resulting virtual machine provides a reproducible Sandbox / Learning
environment.

Before using the sandbox, verify that the CDB and PDB are accessible and review
any warnings reported during installation. Resolve outstanding configuration
issues before proceeding with the practical exercises in Chapter 5.
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5. Design Oracle Database Non-Production
Environments

Chapters 1 to 4 built a small learning sandbox. This chapter explains how to design
an environment for a different task. For example, troubleshooting a slow
production batch, testing a migration, and training a DBA each require different
data, resources, and controls.

Sections 5.1 to 5.5 revisit the five design decisions. Section 5.6 brings the choices
together. Section 5.7 describes three anonymized OMTCO projects, and Section
5.8 compares their results and conclusions.

Non-Production

Environment
@ @

Growth

Configuration

®

Platform

Exhibit 99: Environment Design - Five Design Decisions for an Oracle Database Environment
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Environment defines the purpose, users, workload, data, duration, and required
production fidelity. A disposable training sandbox needs less production
alignment than a targeted regression test.

Configuration identifies the database release, edition, architecture, Enterprise
Options, and Management Packs required by the planned work. These choices are
made for the scenario, not inherited automatically from the reference sandbox.

Platform matches the selected database configuration to a compatible operating
system, deployment model, and resource baseline. The reference sandbox uses
Oracle Linux 7.9 and VirtualBox; other scenarios may require a production-like
platform.

Growth establishes the initial CPU, memory, and storage requirements, together
with the resize, rebuild, upgrade, and retention decisions appropriate to the
environment.

Security establishes data handling, identities, connectivity, patching, encryption,
auditing, and cleanup controls according to the environment’s purpose and risks.

The decisions affect one another. A different database release may change
operating-system certification; an Enterprise Option may change licensing
requirements; and production-derived data may require stronger controls and
longer validation.

Design and Reassessment Lifecycle

Define the purpose, select the database configuration, and check its prerequisites.
Then confirm the platform, resources, security controls, and licensing before
building the environment.

This is a loop, not a one-time checklist: any change will trigger a verification of the
decisions. Revisit the decisions whenever the purpose, configuration, platform,
capacity, connectivity, data, or licensing conditions change.

5.1. Environment - Purpose and Production Fidelity

Start with the question the project must answer.

For instance: a batch investigation must reproduce the conditions that cause the
slowdown; a migration test must represent the target design; a training sandbox
only needs the components required by the exercise.
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Record the test objective and acceptance criteria. Then identify the production
data, configuration, and workload needed to make the result useful. Record any
differences from production that could affect the conclusion.

Design Requirements

Write down who will use the environment, which data and workload it needs, and
which connections are required. Set its expected lifetime and decide whether to
retain it or rebuild it after each test.

Two examples show why this distinction matters:

Development environment - Developers need to change code, debug problems,
and test integrations. Match production where the work depends on its database
features or architecture. Other parts of the environment can stay simpler.

Testing / Validation environment - Reproduce the production characteristics that
affect the test. A functional test may need the same database features and
representative data. A performance test may also need comparable CPU,
memory, and storage. A full production copy is expensive - it is needed only when
the test depends on it.

Licensing is a separate decision gate. The label non-production does not by itself
determine the applicable rights; assess the planned activities, users, connectivity,
data use, edition, and features under the governing terms and the companion
licensing publication.

Refer to the OMTCO publication Licensing Oracle Database in Non-
Production Environments, available at
https://omtco.eu/publications.

Choose data and capacity to suit the test. Keep the environment small and simple,
using where this does not change the validity of the result. Representative,
sanitized, or synthetic data can be used whenever production data is not needed
for the test.

Environment Selection Framework and Scenarios

Use the decision tree below to select the scenario based on purpose, required
capabilities, and the required level of production alighment.

Distinguish the type of non-production environment: Validation (replication of
production) vs. New Project (PoC) vs Sandbox / Learning.

How to Build an Oracle Database Non-Production Sandbox Environment 78


https://omtco.eu/publications

OMTCO

| Define the Environment’s Purpose |

What capabilities must be evaluated?
» Core database functionality only
—>| Validation / Replication |—>  Enterprise features and options

« Scalability and high availability (HA)
 Future production architecture

What must the environment represent?
* Functional behavior

New Project / PoC |_,| = Oracle features and options

PoC: Proof of Concept  Architecture

* Performance and capacity

* Production-like data

What are the minimum required capabilities?
* Basic Oracle functionality

—>| Sandbox / Learning |—>  Enterprise feature testing

* Installation and administration

» Licensing and inventory testing

Exhibit 100: Environment Selection - Purpose Decision Tree

After selecting the scenario, translate it into practical design requirements. The
table below shows the objective, key considerations, and design implications for
each case.

Scenario Objective Key Considerations Design Implications
Production Reproduce the Required fidelity to Reproduce only the production
Replication production production; feature | elements that are necessary for

behavior needed | parity; architecture | the test objective. Alignment
to investigate a relevance; sanitized | may be required for editions,
performance or (anonymized) options, topology, and data
configuration production data or | characteristics, but not
problem. representative data; | necessarily at full production
cost control. scale.
New Project / Evaluate a future | Target capabilities; Build the environment around
Proof of Concept | solution, scalability the capabilities to be evaluated.
architecture, or expectations; cost Database edition,
features before constraints; security | infrastructure model, and
deployment. needs; future security controls should be
migration path. selected according to the target
use case rather than assumed.
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Scenario Objective Key Considerations Design Implications
Sandbox / Support learning, | Simplicity; low cost; | Use the lightest environment
Learning isolated minimal resources; | that still supports the intended

experiments, safe isolation; exercise. The setup may range
short-lived tests, | disposability. from a minimal edition for

or administrative basic learning to a small
practice. Enterprise Edition environment

where specific enterprise
features (Enterprise Options /
Management Packs) must be
tested.

Exhibit 101: Environment Selection - Scenario Objectives and Design Implications

The scenario defines the purpose, but not the Oracle Database edition, platform,
architecture, or resources. Evaluate those separately against the functional and
technical requirements.

Decision Output

Record the scenario and the required production alighnment, capabilities,
resources, data controls, and lifecycle.

Treat the scenario classification as a technical design baseline only; it does not
establish a licensing model. Complete the licensing assessment separately before
the environment is used.

5.2. Configuration - Database Release, Edition, Capabilities

Once the purpose of the environment is set, choose the relevant database
configuration. Select the release and edition first, then add only the features, the
Enterprise Options, or the Management Packs that are required.

Check compatibility, certification, support lifecycle, scalability, and licensing as
part of the same decision.

The reference sandbox build, installed in this guide, uses Oracle Database 19c
Enterprise Edition. Enterprise Edition advantage: it permits the usage of all Oracle
Enterprise Options and Management Packs. Choose another release or edition
when the project requires it and adapt the installation procedure accordingly.
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Database Architecture

Database architecture is part of the configuration decision. Select the CDB/PDB
layout, number of PDBs, and any architecture-dependent capabilities based on
the objective of the environment. Reproduce production topology only when the
result depends on it; otherwise keep the non-production configuration simpler
and confirm the support and licensing implications of any added capability.

Oracle Licensing - Without an Oracle Multitenant license, up to three (3) user-
created PDBs may be created in each CDB at any time (Oracle licensing at time of
publication). Deployments beyond this limit require assessment of the applicable
Oracle Multitenant licensing requirements. Consult the publications about Oracle
licensing: https://omtco.eu/search.

Oracle Database Editions Overview

Edition and release are separate decisions. The edition determines the available
capabilities and licensing model, while the release determines compatibility,
certification, patching, and lifecycle.

The following exhibit summarizes the edition lineage; current availability and
support status must be confirmed before selection.

. First Available First Availability Last Availability (at
Edition . . .
Version Date time of publication)
Enterprise Edition 7 1992 Currently available
(EE) (2025)
Standard Edition (SE) | 7.2 1995 12.1.0.1
(discontinued in
2015)
Standard Edition One | 10g 2003 12.1.0.1
(SE1) (discontinued in
2015)
Standard Edition 2 12.1.0.2 2015 Currently available
(SE2) (2025)
Personal Edition (PE) | 7 1992 Currently available
(2025)
Express Edition (XE) / | 10g 2005 Currently available
Free Edition (2025)

Exhibit 102: Database Selection - Evolution of Oracle Database Editions
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Features, Enterprise Options, and Management Packs

The selected edition defines which built-in features are available and which
Enterprise Options or Management Packs are technically available for the
configuration.

Distinguish these categories before enabling functionality:

e Features are capabilities included with the selected Oracle Database
offering and edition. The capabilities of Enterprise Options and Management
Packs are also called features.

e Enterprise Options are separately licensed capabilities available with
Enterprise Edition, such as Oracle Partitioning, Oracle Real Application
Clusters (RAC), and Oracle Advanced Security. Some options may be
licensed at no additional cost; others require a commercial license.

e Management Packs are separately licensed groups of management and
diagnostic capabilities, such as Oracle Diagnostics Pack and Oracle Tuning
Pack. Some packs may be licensed at no additional cost; others require a
commercial license.

Selection Criteria

Evaluate the required database features together with hardware, operating-
system, scalability, budget, and licensing constraints. Choose an edition that
meets current needs and leaves a practical path to future growth or production.

Select the release for application compatibility, Oracle certification, support
lifecycle, and the intended production target. Use the lowest edition that meets
the functional and capacity requirements. Add an Enterprise Option or
Management Pack only when the use case needs it, the edition supports it, and
the necessary rights are available. Finally, verify the operating system and
deployment combination and keep a practical upgrade or migration path.

Decision Output

Record the selected release and Release Update, edition, multitenant
architecture, required features, Enterprise Options, and Management Packs,
together with the certification, support, and licensing rationale.

Document any restrictions on feature usage and identify capabilities that require
additional (paid-for) Oracle licenses. Review these decisions whenever the
database configuration or intended use changes.
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5.3. Platform - Operating System and Deployment
Platform

Once the database configuration is selected, choose the operating system and
deployment platform. Check that the complete combination is supported and that
it suits the workload, security requirements, and expected lifetime.

Technical Prerequisite Gate

Check the selected database release and Release Update against the operating-
system release and kernel. Then check the required packages, users, groups,
kernel settings, and resource limits. Confirm CPU, memory, disk and temporary
space, network settings, and hostname resolution. Include any requirements of
the selected database architecture and features.

Support for an Oracle Database major release is not sufficient by itself. The final
combination of database release and Release Update, operating-system release
and kernel, host architecture, virtualization or cloud layer, and required
capabilities must be supportable. For virtualized deployments, also confirm
host/guest architecture compatibility and assess any optional platform
component governed by terms separate from the base product.

Operating System Selection

The operating system must be certified for the selected Oracle Database
configuration and suitable for the environment's purpose and lifecycle.

Check Oracle certification, compatibility, support model, operational standards,
and team skills. Oracle Linux is a common choice for Oracle Database, but another
certified operating system may be appropriate when required by the application
or target production standard.

Deployment Environment

Choose an on-premises, cloud, or hybrid deployment model based on operational
requirements. On-premises deployments provide more direct control but require
hardware and maintenance. Cloud deployments offer elastic capacity and
managed services but introduce different cost and governance considerations.

A hybrid model combines on-premises control with cloud capacity and may
support workload distribution, disaster recovery, or regulatory requirements.
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Platform Selection Workflow and Scenario Guidance

The workflow below shows the platform selection process.

Define Platform Requirements

\ 4
Identify Database Requirements

A
Validate Supported Platforms Against Database Prerequisites

v

17 Select a Deployment Model —l

Physical Virtualized Cloud

I—» Select a Supported Operating System <J

Y
Evaluate Operational Requirements

4

Validate the Final Platform

v

Platform Selected

Exhibit 103: Platform Selection - Selection Workflow

Each step of the platform selection process can be applied to the three non-
production environments: Production Replication, New Project / Proof of Concept,
and Sandbox / Learning.

Use the following scenario-based recommendations to apply the platform
selection process to the intended use of the environment.
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Selection Step

Production Replication

New Project / PoC

Sandbox / Learning

Identify Database
Requirements

Capture the production
database architecture
and configuration with
integration
requirements.

Define functional and
technical
requirements and
select a database
architecture and
configuration that
meet project or PoC
requirements.

Define the testing or
learning objective,
minimum capacity,
and required
features such as data
injection and
environment
lifetime.

Validate Confirm that the target Identify Oracle- Confirm that the
Supported platform supports the certified platforms selected lightweight
Platforms same Oracle Database that meet the project | platform supports
configuration and requirements and the required
production remain aligned with database release and
dependencies. future production use | features.
and policies.
Select Match the production Select physical, Use a disposable
Deployment deployment model virtualized, or cloud model, typically a
Model where it affects the test; | deployment according | virtual machine or

document any
differences.

to future production
requirements.

cloud environment.

Select Supported

Use the same certified

Select an Oracle-

Select an Oracle-

Operating System | operating system and certified OS; Oracle certified operating
major version as Linux is preferred system for the
production whenever where no project selected database
possible. constraint dictates release and

another supported deployment

Os. constraints.
Evaluate Validate the backup, Define backup, Prioritize simple
Operational monitoring, patching, monitoring, patching, | provisioning and

Requirements

security, network,
storage, and recovery
behavior required by the
test scope.

automation, security,
disaster recovery,
skills, support, and
operating-cost
requirements.

decommissioning.

Validate Final
Platform

Confirm the required
production alignment,
Oracle certification,
capacity, connectivity,
and readiness for the
planned tests.

Confirm that the
selected architecture
aligns with the
production target and
satisfies the project or
PoC requirements.

Confirm that the
platform supports
the test objective,
required features,
isolation rules,
budget, and cleanup.
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Decision Output

Record the selected deployment model, host architecture, operating-system
release and kernel, virtualization layer, resource baseline, and the certification
evidence for the complete database configuration.

5.4. Growth - Scalability and Lifecycle Planning

Non-production environments change. Workload, data volume, integrations,
support status, or the test objective may outgrow the original design. Decide in
advance whether the next step is to resize, rebuild, upgrade, or move the
environment. Do not build for production scale before it is needed.

Growth and Scalability Strategies

Growth can be managed by adding resources to one system, distributing a
workload, or adjusting the database architecture. The choice depends on what
the non-production environment must demonstrate.

Vertical scaling increases the CPU, memory, or storage allocated to an existing
server or virtual machine. It is often the simplest response to a temporary test
requirement, provided the platform supports the increase.

Horizontal scaling spreads supported workloads across multiple nodes, instances,
or services. Use it only when the target architecture and test objective require it
- for example, to validate an Oracle RAC configuration.

Partitioning may simplify the administration of large tables and improve queries
that can prune irrelevant partitions. It should be included only when the use case
justifies it and the necessary feature rights have been confirmed.

Multitenant architecture allows several PDBs to share one CDB and its instance
resources. It can simplify administration, but it is a consolidation choice rather
than a substitute for adding compute capacity.

Growth Planning Criteria

Estimate how users, workload, and data volumes may change during the
environment'’s useful life. Record the assumptions that drive CPU, memory, and
storage sizing.
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For workload planning, identify the expected number of users, transaction
volume, peak periods, and representative batch jobs. Test the relevant peaks
rather than applying a generic growth percentage.

For storage planning, include data growth, retention, archiving, temporary files,
recovery requirements, and the space needed for integrations or test copies.

Keep a supported upgrade path and check application compatibility before
changing the Oracle Database release, operating system, or platform.

The resulting design should state when resources will be increased, when the
environment will be rebuilt, and which changes require a fresh technical or
licensing review.

Growth Triggers and Scenario Guidance

The framework below identifies the appropriate responses for each growth
trigger.

| Growth Triggers |
| Vertical scaling: Add CPU and memory
Horkiog Horizontal scaling: Add nodes or instances
I Data: Enable partitioning and lifecycle management
valumes Storage: Extend tablespaces and data files

I 2 : Upgrade: Validate compatibility
Gonfigdratons ’_’ Maintenance: Apply updates

Flexibility: Ensure APl and middleware readiness
Standalone application: no external dependencies

A 4

Integration

High availability: redundancy and server failover
» Recovery: backups and standby databases
Performance: indexing, statistics, and optimization

_| Scalability and
"| Evolution

Exhibit 105: Scalability - Growth Triggers and Available Responses

The following table applies these considerations to the three primary non-
production scenarios.
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with realistic workload
and data-volume
growth.

and availability
mechanisms that
the tests need to
cover.

Scenario Scalability Objective Primary Strategy Key Validation Criteria
Production Preserve production Match the Validate the workload and
Replication representativeness production scaling data growth, and SQL

performance in scope.
Include recovery and
failover tests only when
they are part of the
objective.

New Project /
PoC

Establish a scalable
environment that can
evolve toward the
future production
architecture.

Start with right-sized
resources and
ensure that the
architecture can
scale.

Validate projected
workload and data growth,
integration requirements,
upgrade compatibility,
operational cost, and the
path to the target
architecture.

Sandbox /
Learning

Provide sufficient
flexibility for
experimentation while
avoiding complexity or
cost.

Use controlled
resources, resource
quotas, snapshots,
or reset
mechanisms.

Validate required features,
resource quotas,
environment isolation, and
decommissioning.

Exhibit 106: Scalability - Resource Recommendations by Non-Production Scenario

Decision Output

Record the initial capacity, the tests that could require more resources, and the
point at which the environment will be resized or rebuilt. For production
replication, retain the characteristics that affect the test. For a new project, check
the path to the intended production design.

Sandboxes should favor quick provisioning, isolation, and controlled resource

use.

5.5. Security - Data Protection and Access Controls

The data and connections determine the security controls. A training VM with
synthetic data has different needs from a test / staging environment holding
production-derived data. Define access and cleanup rules for both.
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Security Planning Criteria

Define the security baseline from the data and connections the environment will
use. The following checks should be recorded in its design:

Identity and access - Identify the users and administrators, assign only the
privileges they need, and keep credentials separate from production.

Data classification - Identify any production-derived, confidential, or regulated
data. Decide whether it must be masked, subset, or replaced with synthetic data
before it is loaded.

Encryption - Protect connections with TLS and determine whether encryption at
rest is required for the data, platform, and operating model.

Network and configuration - Restrict connectivity to approved services, apply a
supported security baseline, and plan operating-system and database patching.

Auditing and monitoring - Identify which logins, privileged activities, and security
events must be recorded and how those records will be reviewed.

Lifecycle - Set retention periods for test data and credentials, and specify how the
environment will be reset, archived, or removed after the exercise.

Security Control Baseline

Every non-production environment needs appropriate access restrictions,
separate credentials and secrets, secure configuration, and suitable network
controls.

Apply TLS, patching, logging, and auditing according to the data and connectivity
risks; use additional protection where the environment contains sensitive
information.

Environments containing production-derived or sensitive data require additional
measures, including data masking or subsetting, encryption at rest, and enhanced
monitoring.

Before the environment is used, verify that the selected security controls are
implemented and appropriate for its intended purpose. Document any
exceptions, their justification, and the required approvals. Reassess the security
baseline whenever data sources, access requirements, or operating conditions
change.
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1 - Does the Environment Use
Production-Derived or Sensitive Data?

Yes

Apply enhanced data protection:
Mask or subset production-derived data, encrypt data at
rest and in transit, enable enhanced auditing and
monitoring

—lNo

Apply baseline data protection:
Encrypt communications with TLS, use synthetic or
non-sensitive test data

Yes

2 - Apply a Common Security Baseline
Least-privilege RBAC
> Credentials and secrets
Network isolation and secure configuration
Regular patching and access reviews

v

3 - Production-Equivalent
Security Validation Required?

y

A

y

No

Apply production-equivalent security controls:
Replicate relevant production policies and controls, do not
reuse production credentials or secrets

Apply proportionate security controls:
Align controls with the project or sandbox requirements

4 - Validate Security Controls
Verify access restrictions
> Test encryption and audit coverage
Confirm data protection and environment
cleanup

A

Legend: [ Step

|[_Yes ][ No ]

Exhibit 107: Security - Controls by Data Sensitivity and Validation Requirements

When production-equivalent security validation is required, relevant production
policies and controls should be replicated without reusing production credentials

or secrets.

Security Control

Production Replication

New Project / PoC

Sandbox / Learning

Data Protection
Requirements

Use production-derived
data only when the test
requires it; mask or
subset sensitive data
and retain production-
equivalent classification
controls.

Define data
classification, retention,
masking, encryption,
and privacy
requirements before
representative data is
introduced.

Use synthetic or
anonymized data by
default and prohibit
uncontrolled copies
of production data.

Identity and
Access Controls

Use separate non-
production identities
and secrets, least
privilege, and roles
aligned with the
production controls
being validated.

Establish project-specific
roles, approval paths,
and environment-
specific credentials that
can evolve toward
production.

Restrict access to
named users,
isolate
administrative
privileges, and
rotate or remove
credentials when
the lab is reset.
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Security Control | Production Replication New Project / PoC Sandbox / Learning
Data and Apply production- Apply TLS, appropriate Use network
Communications | equivalent encryption, encryption at rest, isolation, TLS,
Protection network segmentation, | secure configuration, secure defaults,
auditing, and patching, logging, and minimal exposed
monitoring without monitoring from the services, and a
reusing production keys | initial design. defined cleanup
or secrets. process.

Exhibit 108: Security - Control Recommendations by Non-Production Scenario

Decision Output

Security controls should reflect the data, purpose, and required production
alignment. Production-replication environments should reproduce relevant
controls without reusing production credentials. New projects need a baseline
that can evolve toward production. Sandboxes should emphasize isolation,
restricted access, synthetic or anonymized data, and controlled resources.

Use least-privilege access, separate credentials, TLS, appropriate
encryption at rest, data masking, network isolation, auditing, and
monitoring as required. Check the Oracle Database edition, feature,
and licensing implications before approving the security design.

5.6. Building a Scenario - Applying the Five Design
Decisions

The tables below bring the earlier decisions together for the three scenarios
(Production Replication, New Project / Proof of Concept, and Sandbox / Learning).
Use them as a starting point, then adapt the choices to the project.

The right configuration depends on what the environment must reproduce, how
long it will be used, and the workload it must support.

Read the tables in order: database release, edition and features, then operating
system and platform. Production Replication follows the parts of production
relevant to the test. Proof of concept follows the proposed target design. A
learning sandbox needs to support its exercises and be easy to rebuild.
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Oracle Database Version

The first table compares the Oracle Database release strategy for each use case.

Design Pillar

Production
Replication

New Project / PoC

Sandbox / Learning

Environment

Match the production
release and Release
Update (RU) when

version fidelity affects

the test.

Use Oracle Al
Database 26ai for a
certified greenfield
target; retain 19c¢
when application or
migration
dependencies
require it.

Use the current
Oracle Database Free
release for general
learning; use 19c or
26ai only when the
exercise requires that
release.

Configuration

Use the same
supported database
release and RU as
production, with
documented
exceptions for the
test objective.

Prefer 26ai for a
certified greenfield
design; use 19c when
the target application
or upgrade path
depends on it.

Use Oracle Database
Free for general labs
or the exact target
release when
compatibility is the
learning objective.

Platform Selection

Confirm certification
of the production
release and RU for
the replicated
compute and
deployment model.

Validate the selected
long-term release
against the intended
on-premises, cloud,
or engineered-system
target.

Choose the release
according to the lab
objective and the
availability of a
supported image or
installation package.

long-term release
with the latest
approved RU and
applicable security
updates.

long-term release
and establish an
approved patch
baseline before the
environment is used.

Growth Preserve the Select a long-term Remain on a
production upgrade release with a supported Free or
and RU path so that supported path to long-term release
scale and lifecycle the planned and rebuild the lab
tests remain production when that is simpler
representative. architecture. than an in-place

upgrade.

Security Use a supported Use a supported Use a supported

release and patch it
before use; obsolete
releases should be
isolated and used
only when the
objective requires
them.

Exhibit 109: Database Selection - Release Recommendations by Non-Production Scenario

How to Build an Oracle Database Non-Production Sandbox Environment

92




OMTCO

Oracle Database Options and Management Packs

The second table compares edition, features, and optional packs for each use

case.

Design Pillar

Production
Replication

New Project / PoC

Sandbox / Learning

Environment

Mirror only the
production
functionality required
by the validation
scope; verify
equivalent non-

Select the minimum
edition and
separately licensed
capabilities needed
to prove the project
requirements.

Use included
functionality by
default and avoid
separately licensed
options or packs
unless the exercise is

production options
and packs required
for the validation;
confirm licensing
before use.

2 when its limits
satisfy the design;
select Enterprise
Edition only for
required enterprise
capabilities.

production authorized.
entitlement.
Configuration Enable only the Use Standard Edition | Keep the

configuration
minimal and limited
to functionality
included in the
selected offering.

Platform Selection

Validate platform and
topology
dependencies for
capabilities such as
clustering, standby
operation, and
management tooling.

Choose capabilities
supported by the
target deployment
model and include
their licensing impact
in the architecture
decision.

Avoid topology-
dependent options
unless they are the
explicit subject of an
authorized exercise.

database security
controls and verify
the licensing status of
every selected option
or pack.

required by policy
and available under
the chosen offering
and entitlement.

Growth Reproduce only the Introduce scaling Do not add scaling
scaling and capabilities only options unless the
availability when projected capability is being
capabilities under workload, availability, | tested under
test; validate or data growth appropriate rights.
entitlement and cost | justifies them.
before activation.

Security Replicate required Select only controls Rely on included

security controls by
default; do not
activate paid options
or packs without
authorization.

Exhibit 110: Database Selection - Edition and Features by Non-Production Scenario
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The third table compares operating-system and platform choices for each use

case.

Design Pillar

Production
Replication

New Project / PoC

Sandbox / Learning

Environment

Match the certified
production OS major
release and relevant
kernel characteristics
when they affect
behavior.

Use the intended
production OS; where
no constraint exists,
select a certified
Oracle Linux release.

Use a certified Oracle
Linux release in an
isolated, disposable
virtual machine or
container.

Configuration

Treat OS certification
for the selected
database release as a
mandatory
configuration gate.

Select an Oracle-
certified OS release
that supports both
the chosen database
version and the
target application
stack.

Choose a lightweight
certified OS release
aligned with the
installer or image
used by the lab.

Platform Selection

Use the same
certified OS as
production whenever
practical; reproduce
only platform details
relevant to the test.

Use the target
platform's certified
OS; Oracle Linux is
the default when no
project constraint
dictates another OS.

Prefer a disposable
VirtualBox, cloud, or
container
environment based
on a supported
Oracle Linux image.

equivalent hardening,
patching, and
monitoring without
reusing production
credentials or
secrets.

certified OS baseline
that can evolve
directly into the
production standard.

Growth Match storage, Choose an OS and Use quotas,
kernel, and cluster platform that snapshots, and
characteristics that supports planned repeatable
materially affect storage expansion, redeployment; move
scalability or recovery | automation, high to a larger supported
behavior. availability, and VM only when the
upgrades. exercise requires it.
Security Apply production- Adopt a hardened, Isolate the network,

use non-production
credentials and
synthetic data, and
keep the VM or
container disposable.

Exhibit 111: Platform Selection - Operating System Recommendations by Scenario
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Record the selected database configuration and platform before building. Check
support and licensing for that combination. If a later test needs different data,
features, capacity, or connections, revisit the affected choices.

5.7. Scenario lllustrations - Three Examples

The following anonymized examples are derived from OMTCO's project
experience. Each starts with a specific problem, explains the five design decisions,
and ends with the test results. The comparison in Section 5.8 shows what could
be concluded from each environment.

The three projects are:

e Example 1 - a SQL performance regression following an Oracle Database
Release Update

e Example 2 - the consolidation of three departmental databases into a
multitenant architecture

o Example 3 - the implementation of a DBA training environment.

' 4 N 7

Production Replication New Project / PoC Sandbox / Learning

Existing architecture:
Three standalone
non-CDB databases

RU19.21 RU19.24 RU19.24 RU19.24 L:>

Baseline Regression Corrected Corrected
100%  100% data 100% data 200% data

Target database
architecture:
1CDB+3PDBs

Build
VirtuaiBox Vi

CDE

£
E
=]
&
T
~

,

es
Reset
Rebuild

Reconfigure

T GETRE Investigate a regression Consolidate 3 DBA training
in the recurring nightly batch departmental applications Configuration management
Configuration 19¢ Enterprise Edition 19c¢ Enterprise Edition 19c Enterprise Edition
& RU 19.21 — RU 19.24 Non-CDB — CDB / 3 PDBs CDB + 1 PDB
Platform Oracle Linux 8 Oracle Linux 8 Oracle Linux 7.9
VMware on SAN file system 8vCPU - 64 GB Oracle VirtualBox
Data volume Data volume h .
Growth 100% — 200% 10% — 100% Resize / Reset / Rebuild
SQETIT Masked data PDB isolation Synthetic data
y DBA-only access TLS encryption Isolated environment
o AN AN J
Batch regression resolved . .
Results Batch validated at 200% of Mlg_ra.t.lon an.d Repeat_ablle DBA
compatibility validated training

baseline data volume

Exhibit 112: Scenario Illustrations - Three Examples Applying the Five Design Decisions
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Production Replication - SQL Performance Regression

Context - After an Oracle Database 19c Enterprise Edition update from RU 19.21
to RU 19.24, a nightly batch slowed from a 40-minute run time to more than three
hours (factor ~5 worsening). Initial checks of the network, system resources,
storage, and application did not identify the cause.

Environment selection - The team used a Production Replication environment to
reproduce the slowdown without affecting production. It was later used to test
whether the corrected batch could process twice the production data volume
within four hours.

New Project / Proof of Concept - Database Consolidation

Context - Three departmental applications ran on separate Oracle Database 19c
non-CDB databases on Windows servers. The proposed design placed them in
one CDB with three PDBs on Oracle Linux 8. Objectives: simplify administration
and maintenance (server, DBA) tasks.

Environment selection - The team used a New Project / Proof of Concept
environment to test the migration, application behavior, and shared resources.
Oracle Database 19c was kept so that the project did not combine a change in
database architecture with a release upgrade.

Sandbox / Learning - DBA Training

Context - DBAs needed an environment to practice installation, administration,
and recovery without affecting operational systems (isolation from production).

Environment selection - The team started with the learning sandbox from Chapters
1 to 4: Oracle Database 19c Enterprise Edition on Oracle Linux 7.9 in VirtualBox. It
could be changed, resized, or rebuilt for later exercises. Additional configurations
can be established as training requirements evolve, subject to the technical
prerequisites of each Oracle Database release.

5.7.1 Production Replication - SQL Performance Regression
Project Context

The batch remained slow after the initial infrastructure and application checks.
The team set up a separate Production Replication environment to reproduce the
problem, compare SQL plans, and test a correction.
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After the regression was corrected, the tests were extended to twice the
production data volume. The batch had to finish within a four-hour operational
window.

| Context ! | Environment setup ‘: | Validation ' i Production Transition b
| Batch duration increased ] | Reproduce the nightly batch y | Batch regression resolved; ' i Prepare, approve, and deploy !
i from 40 minto>3hafterRU ! | with representative ! | runtime: 2 h 50 min at 200% ; | the validated solution to
1 19.24 ! | production elements ' | of baseline data volume ! i production
1 ! i I
Initial Investigation Configuration P Remediation b (" Production Readiness :
Network, storage, OS, and - 19c EE, RU 19.21 /19.24, ! L Stabilize the SQL plan, i L Documentation, tests,
infrastructure checks ..1 SQL plan comparison :01 ‘ validate the correction 3‘: ‘k sandbox validation
[ ! 1 ! I [
! ! |
e N b . ]
Initial Findings Platform 1 Growth Tests 1 ! Production Deployment I
No infrastructure issues Oracle Linux 8, , Test 100%, 150%, and ! Apply, verify 4
identified, SQL regression VMware, SAN | 200% data volumes ‘ 1
suspected after RU update .
N J |

Exhibit 113: Production Replication - Overview

Key Points

The team reproduced the slowdown on RU 19.24, corrected the execution plan,
and then tested larger data volumes:

e Reproduced the affected nightly batch using production schemas,
optimizer statistics, and the two largest tables at full volume

e Compared SQL execution plans between RU 19.21 and RU 19.24 using
DBMS_XPLAN

e Applied a SQL plan baseline to stabilize the execution plan on RU 19.24

e Tested the corrected batch at 100%, 150%, and 200% of production data
volume against the four-hour processing window

At 200% of production data volume, the batch completed in 2 hours and 50
minutes.

Environment

The following database objects and settings needed to run the affected batch
were copied:

e Production schemas, indexes, and optimizer statistics

e The two largest production tables are at full volume

e Original batch SQL and relevant database initialization parameters
e Separate test configurations for RU 19.21 and RU 19.24
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Application servers, external interfaces, and interactive user workloads were left
out. The batch SQL could run directly against the database, without dependencies
on the application layer.

This kept the comparison focused on the batch without copying the whole
production environment.

Configuration

Both test configurations used Oracle Database 19c Enterprise Edition with
applicable one-off patches and identical test data.

The following were compared between RU 19.21 and RU 19.24:

e Optimizer parameters, including optimizer_features_enable

e SQL execution plans using DBMS_XPLAN.DISPLAY_CURSOR

e SQL identifiers, PLAN_HASH_VALUE, join methods, access paths, and
cardinality estimates

e SQL trace results, including elapsed time and database wait events

e Oracle Partitioning, retained for the affected production table

The comparison showed that the SQL join execution plan had changed after the
RU update. A SQL plan baseline was applied on RU 19.24 to restore the previous
plan, and the batch was tested again. The investigation did not require Oracle RAC,
Active Data Guard, or Diagnostics and Tuning Packs, hence saving license costs.

Platform

The test environment retained the production platform characteristics that could
affect the SQL performance comparison. The platform used the following
configuration:

e Operating system: Oracle Linux 8

e Kernel: Unbreakable Enterprise Kernel (UEK)

e Virtualization: VMware

o Storage: Same SAN storage tier as production

e Database: Oracle Database 19c Enterprise Edition

e Data: Two production tables at full volume, using masked data

The test VM used a smaller SAN LUN because only the objects needed by the batch
were copied, rather than the entire production database.

Oracle Linux 8, VMware, and the same SAN storage tier as production were kept.
The storage allocation was later increased for the data-volume tests. This
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mirrored execution conditions comparable to production. Storage capacity was
subsequently extended to accommodate the growth tests.

Growth

After the plan was corrected on RU 19.24, the batch was rerun with increasing
data volumes. The main target was a four-hour window at 200% capacity.

The capacity tests followed three stages:

e 100% of production data volume: Establish a performance baseline with the
corrected SQL execution plan.

e 150% of production data volume: Evaluate batch performance at an
intermediate growth level.

e 200% of production data volume: Validate the target capacity, the batch
completed in 2 hours and 50 minutes, within the four-hour processing
window.

The production partitioning scheme, SQL plan baseline, and statistics-gathering
process were kept throughout these tests.

Security

Masked production data was used. The masking had to protect sensitive values
while retaining the data characteristics needed to reproduce the batch behavior.

The following security measures were applied:

e Customer names, addresses, and banking details were replaced with
masked values.

e Primary and foreign keys, referential integrity, and relevant data
distributions were preserved to maintain realistic SQL execution
conditions.

e Dedicated DBA accounts were used instead of production credentials.

e Database links and direct connectivity to production systems were
excluded.

e Network access was restricted to the investigation team.

These measures allowed the team to investigate the SQL regression and conduct
capacity tests using representative data while keeping the sandbox isolated from
production systems.

After the investigation and capacity tests, the environment and its masked data
were deleted.
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Project Result

The RU update had changed the SQL execution plan. Applying a SQL plan baseline
resolved the regression on RU 19.24.

At twice the production data volume, the corrected batch finished in 2 hours and
50 minutes. This left 1 hour and 10 minutes within the four-hour window for the
tested workload. It did not measure the performance of application servers or
concurrent interactive users, which were outside the test scope.

/ Production Replication \

Batch regression reproduced in a dedicated investigation

Environment . . .
environment, later reused for capacity testing

SQL regression identified.

Configuration Execution plan stabilized on RU 19.24

Platform Production-representative platform used for batch testing

200% data volume processed in 2 h 50 min,

Growth within the 4-hour window
Securit Masked production data secured.
y Access restricted to authorized DBAs

- /

Batch regression resolved
Future capacity validated
Investigation environment decommissioned after testing

Exhibit 114: Production Replication - Results

5.7.2 New Project / Proof of Concept - Database Consolidation

Project Context

Three departmental applications ran on separate Oracle Database 19c non-CDB
databases on Windows servers. Each database needs its own administration and
maintenance.

The proposed target was one Oracle Database 19c Enterprise Edition CDB with
three PDBs on Oracle Linux 8, one PDB per application. The main objective was to
consolidate administration tasks and save costs.
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Oracle Database 19c was kept separating the architecture change from a
database release upgrade.

;/ Context
+ Consolidate three

i departmental non-CDB Oracle |

| databases into a single
| multitenant architecture

Review application
dependencies, database
configurations, migration

constraints and

Define one CDB with
three PDBs, retaining
Oracle Database 19¢ to
minimize application

i Initial Assessment !

Target Architecture \i

compatibility risks /

»

compatibility )

! Environment setup

' Build a proof-of-concept

1 environment to validate the
| proposed architecture and
| migration

Configuration
Oracle Database 19c¢ EE
1 CDB + 3 PDBs
AL32UTF8 target

1A &

/ Platform )

Oracle Linux 8, VMware
Virtual Machine, 8 vCPU,
64 GB RAM

! Validation

' Verify migration feasibility,

1 application compatibility,

i performance and scalability

Migration Validation
Validate Data Pump
migration, character-set
conversion, application
compatibility and batch
processing

~c 115

Growth and Security
Validate data volumes
from 10% to 100%,
resource sharing, PDB

AN

' Production Transition

' Prepare the migration, obtain
i approval, and deploy the

i validated architecture to

i production

vl

Production Readiness
Migration procedures,
test results, compatibility
assessment, rollback plan

Production Deployment
Migrate applications,
validate PDBs, verify
application and batch

isolation, and TLS

operations

Exhibit 115: New Project / Proof of Concept - Overview

The team built a proof of concept to test migration, application compatibility, and
resource sharing before a production migration decision.

Key Points

The team tested whether the three applications could run in separate PDBs within
one CDB and checked the migration and administration procedures - while
maintaining application compatibility and operational reliability.

e Establish an Oracle Database 19c¢ Enterprise Edition CDB with three PDBs
on Oracle Linux 8, one PDB per departmental application.

e Validate the migration of application schemas and data from the existing
Windows-hosted non-CDB databases, including character set conversion
from WESBMSWIN1252 to AL32UTF8.

e Verify application connectivity, SQL and batch processing, scheduled jobs,
privileges, and resource sharing across the three PDBs.

e Assess database administration, backup and recovery procedures, PDB
isolation, and performance as data volumes increase.

Environment

The Proof-of-Concept test environment contained copies of the three
applications' database objects and data, together with the proposed target CDB.

The sandbox included:
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e Three source databases are hosted on Windows servers, represented by
copies of their application schemas, data, and relevant database objects.

e One Oracle Database 19c Enterprise Edition Container Database (CDB) with
three Pluggable Databases (PDBs), one dedicated to each application.

e Representative application datasets, including the objects, dependencies,
and data required to validate migration and application compatibility.

e Test connections and batch execution procedures for each application,
allowing their operation against the corresponding PDB to be verified.

The source production databases stayed in operation and were not changed. The
team tested the database migration and the application components needed for
validation. Production cutover and live user traffic were outside the scope.

This environment allowed the team to evaluate the target architecture and
migration procedures before making changes to the operational systems.

Configuration

The target configuration used Oracle Database 19c Enterprise Edition with a single
Container Database (CDB) hosting three Pluggable Databases (PDBs), one for each
departmental application.

The Proof of Concept focused on the following configuration and migration
activities:

e (DB and PDB configuration: Create three PDBs with dedicated application
schemas, services, and database accounts.

e Data migration: Use Oracle Data Pump to export the application schemas
from the existing non-CDB databases and import them into their respective
PDBs.

e Character set conversion: Validate the migration from WESMSWIN1252 to
AL32UTF8, checking character integrity and identifying potential data
conversion issues.

e Application compatibility: Verify database connections, SQL execution,
scheduled jobs, privileges, and dependencies within each PDB.

e Resource management: Evaluate CPU and memory consumption under
concurrent application workloads and assess resource allocation between
PDBs.

e Backup and recovery: Validate RMAN backup procedures and the ability to
recover the consolidated environment.

The team checked that each application could connect to its own PDB and run its
SQL, jobs, and batch processing. Concurrent tests then checked how the
applications shared resources in the CDB.
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The consolidation also required a review of Oracle Multitenant licensing
implications before production deployment.

Platform

The Proof of Concept used a dedicated virtual machine running Oracle Linux 8 to
evaluate migration from three separate Windows-hosted databases to a
consolidated Oracle Database environment.

The target platform included:

e Operating system: Oracle Linux 8

e Database: Oracle Database 19c Enterprise Edition

e Architecture: One CDB hosting three PDBs

e Compute: 8 vCPUs

e Memory: 64 GB RAM

e Storage: Dedicated virtual storage for database files, recovery files, and
migration datasets

The team ran the three application workloads together and monitored CPU,
memory, and storage activity for contention between PDBs. The platform size
supported the three applications during functional and concurrent workload
testing.

The move to Oracle Linux also required checks of administration procedures and
application connections. The Proof of Concept was intended to assess the
suitability of the consolidated architecture. The 8-vCPU, 64-GB VM was the test
configuration. Production sizing still depended on workload measurements and
expected growth.

Growth

The team increased the data volume of the largest application while keeping
representative workloads running in the other two PDBs.

The tests used three data volumes:

e 10% of production data volume: Validate the initial migration, application
functionality, and baseline performance.

e 50% of production data volume: Evaluate the impact of increasing data
volume on SQL execution, batch processing, and shared resources.

e 100% of production data volume: Validate the application's full production
data volume and assess its impact on the other two PDBs.
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At each stage, the team monitored CPU, memory, storage activity, SQL execution
times, and batch duration. It also checked whether the larger application affected
the other two PDBs.

These measurements helped assess the 8-vCPU, 64-GB test configuration and
identify changes needed before production deployment.

The tests also provided a basis for estimating future storage requirements,
although they did not constitute a long-term capacity forecast.

Security

The following security measures were implemented:

Data protection: Mask sensitive application data while preserving
referential integrity and the data characteristics required for functional and
performance testing.

PDB isolation: Verify that application accounts and privileges are restricted
to their respective PDBs, preventing unauthorized access to other
applications' data.

Access control: Use dedicated database accounts and credentials for each
application, with administrative privileges restricted to authorized
personnel.

Network security: Restrict access to the sandbox and configure separate
database services for each PDB, without allowing direct connections to
production databases.

Backup and recovery: Protect RMAN backup files and validate the recovery
procedures for the consolidated environment.

The tests checked that each application's accounts stayed within its own PDB. The
proof of concept remained isolated from production throughout the evaluation.

Project Result

The team consolidated the three application environments into one Oracle
Database 19c CDB with three PDBs on Oracle Linux 8.

The team migrated the schemas and data with Data Pump, including the
conversion from WE8MSWIN1252 to AL32UTF8. Connections, SQL, scheduled
jobs, and privileges were then tested for each application.

The concurrent tests covered resource sharing and access isolation. The largest
application's dataset reached its full production volume on the 8-vCPU, 64-GB VM.
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/ New Project / PoC \

Consolidation feasibility confirmed; three departmental
Environment databases successfully validated in a shared multitenant
environment

Oracle Database 19c EE configured as one CDB with three PDBs;

EonfisusEn AL32UTF8 target and migration compatibility validated

Target Oracle Linux 8 platform validated for the

izl consolidated database architecture and workloads
Data volumes tested from 10% to 100%, resource sharing
Growth . . . oo
assessed and future expansion requirements identified
- PDB isolation verified; masked data and encrypted
Security

connections used for secure testing

. /

Multitenant consolidation validated
Application compatibility confirmed
Target architecture prepared for production deployment.

Exhibit 116: New Project / Proof of Concept - Results

The results supported the proposed consolidation. They did not settle production
sizing or migration planning. Those decisions remained open after the proof of
concept.

5.7.3 Sandbox / Learning - DBA Training
Project Context

The DBAs needed to practice installation, configuration, administration, and
recovery without touching operational databases. A separate learning
environment that could be reset after each exercise was used.

The training started with the sandbox described in chapters 1 to 4: Oracle
Database 19c Enterprise Edition on Oracle Linux 7.9 in VirtualBox. It provides a
practical starting point for hands-on exercises.

The objective was to give DBAs practical experience in a controlled environment
where they could test configurations, observe database behavior, and learn from
errors without affecting production systems. Each exercise could begin from a
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known configuration, allowing participants to compare results and repeat
procedures independently.

| Context

! Prepare DBAs for Oracle
' Database administration, new |

features, and future releases
+ through practical training

Training Needs
Identify required DBA
skills, administration

procedures, and
technology changes

Training Scope
Define installation,
configuration,
administration, and
upgrade exercises

! Environment setup

' Build a small, isolated, and
' reproducible Oracle Database |
+ sandbox on a workstation

Configuration
Oracle Database 19c EE,
1 CDB + 1 PDB, sample
schemas

e

Platform
Oracle Linux 7.9,
VirtualBox, 2 vCPU, 4 GB
RAM, 50 GB disk

! Training & Validation
! Practice database '
' administration and verify that |
1+ exercises can be repeated
i reliably

DBA Exercises
Install, configure,
administer, patch, and
test database operations

Reset and Rebuild
Use snapshots, restore
the initial state, resize

resources when required,
and repeat exercises

H :

! Knowledge Transfer

! Document the exercises and
' retain a reusable training

1 environment for future DBA
i activities

Training Materials
Installation procedures,
exercise instructions,
results, troubleshooting
notes

Future Readiness )
Reuse and adapt the
sandbox for new
configurations, Oracle
Database releases, and

administration
procedures

Exhibit 117: Sandbox / Learning - Overview

Training on another database release would require a separate configuration with
the appropriate operating system and platform prerequisites.

Key Points

The training used a small VM and documented exercises that could be repeated
by junior DBAs from a known starting point.

e Build and configure an Oracle Database 19c multitenant environment,
including a Container Database (CDB) and a Pluggable Database (PDB).

e Practice routine administration tasks, including user management,
privileges, database monitoring, and backup and recovery.

e Perform configuration changes and operational exercises using virtual
machine snapshots to restore a known starting point.

e Extend the training environment for more demanding exercises or
evaluations of other Oracle Database releases when additional resources
or different platform configurations are required.

The sandbox provides a repeatable training environment without requiring
dedicated production-like infrastructure.

Environment

The team reused the documented reference sandbox so that DBAs could follow
the installation steps and repeat the same exercises.
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The environment included:

e One Oracle Database 19c Enterprise Edition installation

e One Container Database (CDB) with a single Pluggable Database (PDB)

e Dedicated administrative and test accounts

e Synthetic datasets for administration and SQL exercises

e Virtual machine snapshots to restore the environment between exercises

The exercises covered database installation, instance and PDB administration,
user and privilege management, SQL execution, and backup and recovery
procedures.

The environment could be reset or rebuilt when an exercise modified the
database configuration or required a clean installation.

Configuration

The reference configuration used Oracle Database 19¢ Enterprise Edition with one
CDB and one PDB. The training activities included:

e Installation: Practice Oracle Database software installation, database
creation, and initial configuration.

e Multitenant administration: Create, open, close, and manage PDBs,
services, and database accounts.

e Security administration: Configure users, roles, privileges, and
authentication settings.

e Backup and recovery: Execute RMAN backup and restore exercises using
dedicated test data.

o Database operations: Practice parameter changes, database monitoring,
SQL execution analysis, and routine maintenance procedures.

Each exercise started with a documented configuration. For a different database
release, a separate environment would first be prepared and its prerequisites
checked.

Platform

The initial sandbox was designed to run on a DBA workstation rather than
dedicated server infrastructure.

The reference platform used:

e Virtualization: Oracle VirtualBox 7.1.6
e Operating system: Oracle Linux 7.9
o Database: Oracle Database 19c Enterprise Edition
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e Compute: 2 vCPUs
e Memory: 4 GB RAM
e Storage: 50 GB virtual disk

The reference platform is intentionally lightweight:

e This lightweight configuration was intended for installation, configuration,
and basic administration exercises rather than production-level
performance testing.

e Virtual machine snapshots allowed DBAs to return to a known
configuration after completing an exercise or encountering an installation
or configuration issue.

e The workstation-based approach made it possible to repeat exercises
without provisioning a new server for each training session.

Growth

Resources were increased when a training exercise needed more memory or disk
space. Such a sandbox environment is disposable and can be easily recreated.

For example, a Data Pump exercise involving a 20 GB application schema required
a larger configuration:

e Memory: Increased from 4 GB to 8 GB RAM

e Storage: Increased from 50 GB to 80 GB

e Dataset: A 20 GB test schema used for export, import, and verification
exercises

The larger VM supported Data Pump export, import, and object checks on the
20 GB schema. The larger environment allowed DBAs to practice Data Pump
operations, monitor storage consumption, and validate the imported database
objects. After the exercise, it could be discarded and the reference sandbox
restored.

Security

The training VM was kept separate from operational systems and used synthetic
data.

The following security measures were applied:

e Use synthetic datasets rather than production data for training exercises.
e Assign dedicated test accounts and passwords that were not shared with
operational environments.
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e Exclude production database links, credentials, and direct connections to
operational databases.

e Restrict network access to the services required for the exercises.

e Restore or rebuild the environment when configuration changes or test
activities could compromise its integrity.

Project Result

The DBA training sandbox was configured with Oracle Database 19c Enterprise
Edition, Oracle Linux 7.9, and VirtualBox 7.1.6.

The environment was used for installation, CDB/PDB administration, user and
privilege management, SQL analysis, and RMAN exercises. Virtual machine
snapshots provided a recovery point between configuration changes.

For a Data Pump exercise involving a 20 GB test schema, the virtual machine was
configured with 8 GB of RAM and 80 GB of storage, compared with 4 GB and
50 GB in the reference configuration.

The reference sandbox remained available for later sessions. The result was a
reusable training environment.

Environment

Configuration

Platform

Growth

Security

/ Sandbox / Learning \

Dedicated DBA training environment established;
repeatable exercises enabled without affecting production

Oracle Database 19c EE installation and CDB/PDB
administration procedures documented and validated

Workstation-based Oracle Linux and VirtualBox
environment deployed; portable and reproducible training
platform established

Sandbox resizing, resetting, and rebuilding procedures
established to accommodate evolving training requirements

Isolated training environment secured with synthetic

data and dedicated credentials

o /

Reusable DBA training environment established
Administration skills developed
Foundation created for future Oracle Database learning

Exhibit 118: Sandbox / Learning - Results
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5.8. Comparing the Three Projects

The three projects used the same five design decisions, but they answered
different questions.

The table compares their scope, tests, and results. It also shows which conclusions
remained outside each project. The comparison highlights how the same design
framework was adapted to different project objectives, constraints, and validation

requirements.

SQL performance

Comparison .
regression

Database consolidation

DBA training

Question Why did the batch slow
down after RU 19.24?
Could it handle twice the
data within four hours?

Could three Windows
non-CDB applications
move to one CDB with
three PDBs on Oracle
Linux 8?

Could DBAs repeat
practical exercises
without affecting
production?

Test scope Batch SQL, schemas,
statistics, and the two
largest tables at full
volume. Application
servers excluded.

Application copies, Data
Pump migration,
character set conversion,
and concurrent
workloads in three PDBs.

One CDB and one PDB.
Installation,
administration, SQL,
RMAN, and Data Pump
exercises.

Platform and | Oracle Linux 8, UEK,
data VMware, and the
production SAN tier.

Masked production data.

Oracle Linux 8; 8 vCPUs
and 64 GB RAM. Masked
application data.

Oracle Linux 7.9 and
VirtualBox 7.1.6; 2
vCPUs, 4 GB RAM, and
a 50 GB disk. Synthetic
data.

Larger test 100%, 150%, and 200%

10%, 50%, and 100% of

20 GB Data Pump

resolved the regression.
At 200% volume, the
batch finished in 2 h 50
min, within four hours.

consolidation design.
Migration, application
behavior, and resource
sharing were tested.

of production data the largest application’'s | schema; RAM
volume. production volume, with | increased to 8 GB and
workloads in the other disk to 80 GB.
PDBs.
Result SQL plan baseline The tests supported the | The sandbox

supported the
exercises and
remained available for
later training.
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Comparison SQL perfon.'nance Database consolidation DBA training
regression

Conclusion The correction met the The target design was The VM was suitable

and limit batch target under the supported by the PoC. for these exercises.
tested conditions. Production sizing and Production capacity
Whole-application migration planning was not tested.
performance was remained open.
outside scope.

Exhibit 119: Project Examples - Comparison of Scope and Results

For the batch investigation, the environment needed to reproduce SQL behavior
and storage conditions. For consolidation, it is needed to test the target
architecture and the three applications together. For training, a small VM that
could be reset was sufficient.

Chapter Outcome

Start with the question the project needs to answer and define what a successful
test must show. Build the environment around that scope. Record the
configuration and results, then state what they support and what still needs
testing. The glossary and sources that follow provide the terms and references
used throughout the guide.

6. Glossary

CDB Root | The root container of a Container Database (CDB). It contains Oracle-
supplied metadata and common objects shared across the CDB.

Container Database (CDB) | In the Oracle Multitenant architecture, the database
container that includes the CDB root and can contain one or more Pluggable
Databases (PDBs).

DBMS_XPLAN | Oracle package used to display SQL execution plans and related
execution information for analysis.

Network Address Translation (NAT) | VirtualBox network mode that provides
outbound guest connectivity without placing the VM directly on the local network.
Inbound connectivity requires configured forwarding or a different approved
mode.
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Non-Production Environment | An Oracle Database environment used outside
live production, for example for development, testing, proof of concept, training,
validation, or technical replication. The label does not determine the applicable
licensing rights itself.

Oracle Automatic Memory Management (AMM) | Oracle Database memory-
management mode in which the database automatically adjusts the System
Global Area (SGA) and Program Global Area (PGA) within a configured memory
target.

Oracle Data Pump | Oracle tools for exporting and importing database objects
and data, commonly using expdp and impdp.

Oracle Enterprise Option | A separately licensed Oracle Database capability
available with Oracle Database Enterprise Edition, such as Oracle Partitioning or
Oracle Real Application Clusters (RAC), subject to the applicable Oracle licensing
terms.

Oracle Management Pack | A separately licensed group of Oracle Database
management or diagnostic capabilities, such as Oracle Diagnostics Pack or Oracle
Tuning Pack, subject to the applicable Oracle licensing terms.

Oracle Multitenant | The Oracle Database architecture that uses a Container
Database (CDB) with one or more Pluggable Databases (PDBs).

Oracle Optimal Flexible Architecture (OFA) | Oracle-recommended directory
and naming conventions for organizing Oracle software, inventory, and database
files.

Oracle Universal Installer (OUI) | Oracle installation program used to install and
configure Oracle software homes and, in this guide, to install Oracle Database 19c.

Oracle VirtualBox | An open-source virtualization platform developed by Oracle
that allows users to create, configure, and run virtual machines on a host
computer. It supports multiple guest operating systems and provides virtual CPU,
memory, storage, and networking resources.

Oracle VirtualBox Extension Pack | An optional host-side package that adds
VirtualBox functionality and is governed by licensing terms separate from the
open-source base package. Included features vary by release.

Oracle VirtualBox Guest Additions | Drivers and utilities installed inside a guest
operating system to provide integration features such as improved display
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handling and shared folders, depending on the guest operating system and
VirtualBox release.

Pluggable Database (PDB) | A portable database contained within a CDB that
stores application data and metadata and can be managed independently within
the multitenant architecture.

Recovery Manager (RMAN) | An Oracle Database utility used to back up, restore,
and recover databases. It supports full and incremental backups, backup
validation, and automated recovery operations.

Red Hat Compatible Kernel (RHCK) | The Oracle Linux kernel line designed to
maintain compatibility with the corresponding Red Hat Enterprise Linux kernel.

Release Update (RU) | A cumulative Oracle Database patch level for a release.
Later RUs include the fixes delivered by earlier RUs for that release.

Sandbox Environment | An isolated, controllable, and usually disposable
environment used for learning, experimentation, demonstrations, installation
practice, or other activities that do not require full production fidelity.

Secure Shell (SSH) | SSH is the encrypted protocol used for remote command
access and file transfer; sshd is the server daemon that listens for and handles
incoming SSH connections.

SQL Plan Baseline | A stored set of accepted SQL execution plans used by SQL
Plan Management to help control changes in optimizer plan selection.

sudo | Linux command that permits authorized users to execute a command with
the privileges of another account, typically root, under configured policy rules.

Unbreakable Enterprise Kernel (UEK) | Oracle-maintained Linux kernel for
Oracle Linux. A supported UEK may be selected when it meets the Oracle
Database release and kernel certification requirements.

Virtual Machine (VM) | A software-defined computer with virtual CPU, memory,
storage, network, and other devices on which a guest operating system and
applications run.

Virtual Network Adapter | A software-defined network interface that connects
a virtual machine to a network. In VirtualBox, it supports modes such as NAT and
Bridged Adapter, which determine how the VM communicates with the host, local
network, and external systems.
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7.  Download the Publication Package ZIP-File

Download the publication package (ZIP-file) to access the sources used in this
publication, available at:

https://omtco.eu/publications/how-to-build-an-oracle-database-non-production-
sandbox-environment.zip

Content of the ZIP-File

The publication package file contains the documentation, diagrams, and
screenshots used in this publication. The file is organized into the following
directories:

00_Read_Me - The ReadMe_Archive.pdf file, documenting the archive structure,
individual source files, retrieval dates, and original source locations.

01_Licensing_and_Terms - Oracle Database and VirtualBox licensing
documentation, including the Oracle Technology Network (OTN) Developer
License Terms.

02_Oracle_VirtualBox - Oracle VirtualBox product documentation, download
references, release archives, and installation guides.

03_Oracle_Linux - Oracle Linux product documentation, installation guides,
download references, and installation media information.

04 Oracle _Database - Oracle Database software download references, technical
documentation, and installation guides.

05_External_Links - Collection of external links used in this publication. As these
links will change, this file will be maintained. This file provides the source URLs for
Link references #01 - #23 cited in this publication.

06_Publication_Images - All diagrams and screenshots used throughout the
publication, organized into two subdirectories:

o Subfolder Diagrams: The architectural diagrams, decision trees,
workflows, and other technical illustrations reproduced in the publication.

o Subfolder Screenshots: All screenshots reproduced in the publication,
including those documenting software downloads, installation steps,
system configuration, and validation procedures.
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